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@MILIEFSKY 

From the 

Publisher…  

Dear Friends, 

Looking ahead to the new year, and ahead to the next, from the Publisher’s desk we see both continuation 
of old trends and initiation of new ones.  Data breaches and ransomware attacks have become even 
more pervasive, and this year will be no exception.  As a result, there is a heightened concern with 
cybersecurity, and cyber safety is the top priority. 

We would like to reiterate that Cyber Defense Media Group offers various ways to recognize and promote 
providers of cybersecurity solutions. As we begin the new year, this is the perfect time to showcase your 
solution worldwide, and to distinguish your organization from your competitors. 

In response to this need, we have launched the Global Infosec Awards nomination process for 2023 at 
www.cyberdefenseawards.com.  We are looking for the best and the brightest in the innovators who are 
changing this shape and scope of the Cyber Defense landscape, to help our industry get one step ahead 
of the next threat.  We welcome your participation in this industry-leading award program. 

We also wish to bring to the attention of our readers the opening of our Women In Cybersecurity 
Scholarship Fund for 2023.  More information on applying is posted at 
https://cyberdefenseawards.com/women-in-cybersecurity-scholarship-fund-for-2023/.   

As always, the view from the Publisher’s desk continues to focus on cutting-edge responses to the 
growing threats to our national and international cybersecurity.  With the support of our contributors and 
readers, we continue to pursue our mission as the premier publication in cybersecurity. 

Warmest regards,  

 

 
Gary S.Miliefsky, CISSP®, fmDHS 

CEO, Cyber Defense Media Group  
Publisher, Cyber Defense Magazine  

P.S. When you share a story or an article or information 

about CDM, please use #CDM and @CyberDefenseMag and 

@Miliefsky – it helps spread the word about our free 

resources even more quickly 

 

https://cyberdefenseawards.com/women-in-cybersecurity-scholarship-fund-for-2023/
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Welcome to CDM’s January 2023 Issue 

From the Editor-in-Chief 

As we start the new year in the practice of cybersecurity, we continue to face a growing multitude of cyber 

threats growing in both frequency and complexity.  These attacks are launched against government, 

critical infrastructure, private organizations (both for profit and non-profit), academic institutions, and even 

individual consumers.  By all indications, they will continue to expand in every way. 

Among cybersecurity professionals, this presents both a threat and an opportunity.  Success will be based 

on capabilities, current knowledge, and the ability to make and deliver on promises of minimizing the 

risks of cyber incursions. 

In this January issue of Cyber Defense Magazine, we are pleased to provide dozens of relevant new 

articles on cybersecurity capabilities responding to the array of cyber challenges.  Our mission in the 

marketplace of ideas and capabilities is to assure that Cyber Defense Magazine offers the most 

comprehensive and valuable forum for cybersecurity professionals. 

As always, we are delighted to receive both solicited and unsolicited proposals for articles.  Please 

remember to submit all articles on the Cyber Defense Magazine writer’s kit template, which incorporates 

the major terms and conditions of publication.  We make every effort to close out acceptance of articles 

by the 15th of each month for publication in the following month’s edition. 

Wishing you all success in your cybersecurity endeavors, 

 

 

 

Yan Ross 

Editor-in-Chief 

Cyber Defense Magazine 

 

 

About the US Editor-in-Chief 

Yan Ross, J.D., is a Cybersecurity Journalist & U.S. Editor-in-Chief of Cyber 

Defense Magazine.  He is an accredited author and educator and has 

provided editorial services for award-winning best-selling books on a variety 

of topics.  He also serves as ICFE's Director of Special Projects, and the 

author of the Certified Identity Theft Risk Management Specialist ® XV 

CITRMS® course.  As an accredited educator for over 20 years, Yan 

addresses risk management in the areas of identity theft, privacy, and cyber 

security for consumers and organizations holding sensitive personal 

information.  You can reach him by e-mail at yan.ross@cyberdefensemagazine.com. 

yan.ross@cyberdefensemagazine.com
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4 Key Security Trends For 2023 
By Jonathan Lee, Senior Product Manager, Menlo Security 

 

2022 has unfortunately failed to live up to hopes for calmer waters.  

While it seems as though the worst effects of the COVID-19 pandemic are now behind us, the past year 

has been riddled with other difficulties. From the Russian invasion of Ukraine to the growing cost of living 

crisis, it’s been another incredibly tough year for all – and the situation hasn’t been eased by any softening 

of the threat landscape. 

Indeed, threat actors have continued to expand and evolve their attack methods, leveraging new 

techniques and exploiting a series of emerging vulnerabilities. 

Here, we look at four key emerging trends that we have observed this year and expect to grow throughout 

2023. 

 

1. HEAT attacks 

Moves from threat actors to understand common technologies across the security stack and tailor attacks 

to bypass these tools is a pressing problem for enterprises. Indeed, modern threats are becoming 

increasingly advanced and evasive as adversaries come up with ways of getting around defences that 

are all too often inadequate or outdated.  
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Throughout the last year, The Menlo Labs team has been tracking a distinct and notable rise in Highly 

Evasive Adaptive Threat (HEAT) techniques – a class of cyber threats that have been tailored to evade 

protective tools such as firewalls, secure web gateways, malware analysis including sandboxing, URL 

reputation and phishing detection technologies. 

Indeed, Menlo Labs identified a 224% increase in 2021, and we’re expecting a similarly alarming increase 

this year as attackers have further evolved their attack methods. If firms continue to lean heavily on 

traditional detect and respond security techniques, attackers will find success in HEAT-based 

endeavours.  

 

2. Basic security failures 

Unfortunately, basic security failures at even some of the most renowned organisations in the world 

continue to offer open doors for attackers to step through and begin to wreak havoc.  

Take the attack on Uber in September 2022. Here, a lone threat actor was able to gain administrative 

control over the ride hailing giant’s IT systems and security tools owing to an exposed PowerShell script 

that contained admin credentials to the firm’s privileged access management (PAM) platform.  

Indeed, it is a telling example. It doesn’t matter how extensive an organisation’s security investments 

might be, or how sophisticated their technologies are. Often, threat actors can use simple and proven 

methods such as social engineering techniques to find ways around them.  

This example hasn’t just reiterated that there is simply no silver bullet or panacea to stopping attacks. 

Indeed, the Uber breach also showed multi-factor authentication (MFA) push notifications to be 

exploitable, causing widespread concern and a demand for the use of FIDO2 passkeys and hardware 

tokens in replace of passwords. This is something we might begin to see gather momentum in 2023. 

However, it will take a lot of work to implement it on a widespread basis, and even then, we foresee 

attackers simply finding the next weakest link in the chain. 

 

3. Browser-based attacks 

The third trend we see accelerating through 2023 is browser-based attacks. Undoubtedly the biggest 

attack surface available for threat actors to exploit today, it is critical that the security sector takes greater 

steps to protect this space. 

Indeed, several vendors are already looking at ways to add security controls directly inside the browser, 

moving away from traditional methods of improving protection with a separate endpoint agent or via the 

network edge where firewalls or secure web gateways are used.  

It’s pleasing to see major names such as Google and Microsoft making headway in this domain. Both 

organisations are developing and implementing built-in controls inside their respective Chrome and Edge 

browsers to secure at the browser level, rather than the network edge. 
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However, threat actors seem to be determined to remain one step ahead. Browser attacks are increasing, 

with attackers exploiting new and old vulnerabilities, and developing new techniques such as HTTP 

Smuggling. 

As a result, remote browser isolation (RBI) is becoming an increasingly core principle of Zero Trust 

security that stipulates that no device or user – not even the browser – can be trusted. 

 

4. One size doesn’t fit all 

Fourthly, it is vital for organisations to remember that one size simply doesn’t fit all when it comes to 

security, and bespoke technology combinations and strategies are still the way to go. 

Recent reports from Gartner have suggested that many organisations are pursuing strategies focused 

on security vendor consolidation, cutting the number of providers they are working with for their security 

needs. This has been particularly prevalent in more complicated arenas such as secure access service 

edge (SASE) and extended detection and response (XDR).  

The motivation is less cost focused, and more about reducing complexity and improving risk management 

abilities. And while policies of continuous improvement are always going to be encouraged when it comes 

to security, it is important that organisations don’t discard best of breed solutions in the process.  

 

 

About the Author 

Jonathan Lee is a Senior Product Manager at Menlo Security. In this role, he 

serves as a trusted advisor to enterprise customers, and works closely with 

analysts and industry experts to identify market needs and requirements, and 

establish Menlo Security as a thought leader in the Secure Web Gateway 

(SWG) and Secure Access Service Edge (SASE) space. Experienced in 

leading the ideation, technical development, launch and adoption of innovative 

security products, including email security, data loss prevention and end point 

security, Jonathan previously worked for ProofPoint and Websense.  
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New Threat Report Shows Attackers Increasingly 

Exploiting MFA Fatigue 
By Ben Brigida, Director, Security Operations, Expel 

 

If you want to know what’s happening in the cybersecurity world, it helps to have up-to-date information. 

That means staying on top of annual reports discussing the broader trends in security, but it also means 

diving into more timely reporting. Expel’s new Quarterly Threat Report provides the opportunity to do just 

that, examining incidents identified by the Expel security operations center (SOC) during the third quarter 

(Q3) of 2022. Those incidents span a broad range of industries and an even broader range of individual 

businesses, and they include alerts, email submissions, and other threat hunting leads. 

The report helps to highlight some of the emerging—and continuing—trends from across the 

cybersecurity landscape, including the ongoing rise in identity-based incidents and attackers’ increasing 

focus on finding new ways to defeat multi-factor authentication (MFA). The full report is available here, 

but below is a selection of highlights that lay bare some of the most pressing threats companies faced in 

the third quarter of this year. 

 

Attackers Are Exploiting Users’ MFA Fatigue 

To be clear, MFA is important—roughly half of the business application compromise (BAC) incidents 

included in the report were stopped by MFA or conditional access policies, making its value clear. 

Unfortunately, that means the other half slipped through the cracks.  While MFA is an essential tool in 

organizations’ security strategies, it isn’t enough on its own. Attackers are continuing to identify ways to 

exploit some of its weaknesses. Chief among them is the fact that, eventually, many users get tired of 

pulling out their phones and engaging with MFA notifications—which leads to poor judgment. The 

research shows that in over 80% of successful compromises, MFA and conditional access policies were 

https://expel.com/expel-quarterly-threat-report/
https://expel.com/expel-quarterly-threat-report/
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properly installed and configured—the attacker was simply able to trick the legitimate user into satisfying 

the MFA request. 

Attackers have found considerable success overwhelming their targets with repeated MFA requests. The 

data shows that a significant percentage of users eventually accept the request—even if just to make the 

notifications stop. Many rationalize that it’s probably a member of the IT team making an update or 

change, and don’t think twice about it. But the unfortunate truth is that attackers are simply annoying 

users into causing a potentially serious breach. It’s a cunning tactic—one that preys on human nature. 

Stopping this requires MFA users to adapt alongside the bad actors. How? Organizations can disable 

push notifications in favor of a Fast Identity Online (FIDO) compliant solution, which helps alleviate the 

risk of an overwhelmed employee simply granting access without thinking. Other options include number 

matching, which requires the user to enter numbers from the identity platform into the MFA app to approve 

the authentication request. While less seamless, this option requires active engagement from the user, 

greatly reducing the risk. 

 

Identity Attacks Are Not Slowing Down 

It’s become almost a mantra in the cybersecurity industry, but—as has been the case for some time—

identity-based attacks continue to rise. In Q3, they accounted for 59% of all incidents detected by the 

Expel SOC, up from 56% in Q2—already a concerningly high number. Business email compromise (BEC) 

and BAC attacks were among the most common tactics, and accounted for 55% of all incidents identified, 

underscoring the fact that attackers continue to find success with social engineering tactics. 

There is hope on the BEC front, though. All of the BEC attacks our SOC detected targeted Microsoft 365, 

and many experts believe that Microsoft’s decision to disable Basic Authentication by default in Q4 may 

help address the problem. Attackers have become extremely adept at exploiting the weaknesses inherent 

to Basic Auth, and Microsoft’s decision will likely force them to shift to new techniques. It may not be a 

long-term solution, anything that impedes attackers is a step in the right direction.    

 

Attackers Put a New Spin on Old Tactics 

There are a few additional findings worth noting—particularly in areas where attackers are evolving their 

tactics. Ransomware continues to be a significant problem, but attackers are increasingly turning to 

zipped JavaScript or ISO files, abandoning the use of visual basic for application (VBA) macros and Excel 

4.0 macros, which were previously the most popular ways to gain entry to Windows-based environments. 

In fact, zipped JavaScript files accounted for 46% of all pre-ransomware incidents, underscoring the need 

to keep a watchful eye out for suspicious files. (By the way, this shift is likely thanks to Microsoft’s decision 

to block macros by default in Microsoft 365 applications.) 

Attackers have also refined their social engineering tactics, and themes having to do with “invoices,” 

“order confirmations,” “payment,” and “requests” are now among the most commonly used in email 

subject lines in phishing attempts. The most common, though? Blank subject lines. These terms create 

https://expel.com/expel-quarterly-threat-report-q2-2022/
https://expel.com/expel-quarterly-threat-report-q2-2022/
https://learn.microsoft.com/en-us/lifecycle/announcements/basic-auth-deprecation-exchange-online
https://www.onmsft.com/news/microsoft-disable-excel-4-0-macros-by-default#:~:text=Microsoft%20is%20getting%20ready%20to,users%20(via%20Bleeping%20Computer)
https://www.onmsft.com/news/microsoft-disable-excel-4-0-macros-by-default#:~:text=Microsoft%20is%20getting%20ready%20to,users%20(via%20Bleeping%20Computer)
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a sense of urgency or fear in recipients, clouding their judgment and making them more likely to make a 

mistake. Where email attacks are concerned, attackers are also increasingly using IPs geolocated within 

the U.S. when targeting U.S.-based organizations. This helps them bypass conditional access mitigation 

efforts and is something security teams should keep an eye on moving forward. Simply blocking or adding 

additional scrutiny to overseas IPs is no longer enough. 

 

Recognize Attackers’ Shifting Strategies 

These Quarterly Threat Report findings highlight the ways attackers are  shifting their tactics in response 

to new security measures. As more organizations implement MFA, they are finding methods to 

circumvent it. As users grow more aware of social engineering tactics, they are finding new ways to 

disrupt their thinking. Until organizations demonstrate the ability to consistently stop identity-based 

attacks, they aren’t going anywhere. The battle between security teams and attackers is a constant cat-

and-mouse game, with each adapting to the other’s tactics as they evolve. There is no silver bullet that 

will solve every security challenge—but understanding these threats is the first step toward stopping 

them.  

 

 

About the Author 

Ben Brigida is the Director of SOC Operations at Expel. In this role, he’s 

responsible for making sure Expel maintains the quality of delivery 

customers have come to expect. Ben has been with Expel since the 

company’s inception in 2016. Prior to Expel, Ben worked in the security 

operations center (SOC) at FireEye. 

Ben can be reached online via LinkedIn and at our company website 

https://expel.com/ 

 

  

https://expel.com/expel-quarterly-threat-report/
https://expel.com/expel-quarterly-threat-report/
https://www.linkedin.com/in/benbrigida/
https://expel.com/
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The Future of Online Privacy 
By Mia Naumoska, Chief Marketing Officer at Internxt  

 

You've probably noticed that there's a lot of bad news about online privacy these days. Security breaches 

and data leaks are everywhere, and it seems like almost every company is collecting more information 

about you than ever before.  

But this isn't the end of the internet as we know it. In fact, there are some positive signs on the horizon: 

new laws have already been passed to protect your privacy, and technology companies are trying new 

ways to keep your data safe.  

So, while there may be (so, so, so many) challenges ahead regarding privacy and our digital lives, they're 

not entirely insurmountable ones. Let me explain what's happening with online privacy and how things 

will likely change in the coming years... 

 

The Internet Is a Double-edged Sword 

The internet has been, and likely always will be, a double-edged sword. On the one hand, it's made it 

easier than ever before to connect with people from all over the world. But on the other hand, it's also 

made it more challenging than ever before to protect your privacy. 

With more people than ever using the internet, it's only natural that there are more ways to get hacked. 

There are hundreds of different types of hackers out there, and all of them have different ways of going 

about their business. But the one thing that all hackers have in common is that they're looking to steal 

information from you. Whether it's your email password or credit card number, if it has value, then 

someone will try to get it from you. 

https://internxt.com/
https://blog.internxt.com/online-privacy-horror-stories/
https://blog.internxt.com/online-privacy-horror-stories/
https://cybersecuritymagazine.com/why-should-data-privacy-be-a-top-priority-for-companies/
https://www.chanty.com/blog/mediums-of-communication/
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The world of hacking has dramatically evolved over the last twenty years. Hacking used to be a hobby, 

but it's now big business. Now, some people make their whole living by stealing data from others and 

selling it on the black market.  

How tech companies and developers are forced to respond to new hacking methods has the potential to 

radically change the internet as we know it. 

 

Online Privacy Laws Are in Flux but Will Improve 

As we push further into the future, the need for privacy from watchful eyes grows more and more critical. 

The lines between public and private data are becoming dangerously blurred. It's time to demand more 

from our government and hold corporations accountable for protecting your data. 

The United States government is currently trying to pass a privacy law that would provide more protection 

for Americans, but it will be years before it's passed. In contrast, the European Union (EU) has stricter 

privacy laws that are much more closely monitored by its citizens and enforced by its regulators. 

The EU's General Data Protection Regulation (GDPR) is a set of laws that protects the data of EU 

citizens. It was put into effect in 2018 and will affect any company that deals with personal data from an 

EU citizen. 

The GDPR is intended to give EU citizens more control over their data and provide them with more 

privacy protection. It also applies to companies outside of the EU that deal with personal data from EU 

citizens. The GDPR includes several provisions, including: 

 

• The right to be forgotten 

• Transparency and consent 

• Data protection by design 

• Data protection officers (DPOs) 

• Breach notification 

• Data portability 

• Data protection impact assessments (DPIAs) 

 

But the GDPR doesn't just apply to European companies—it applies to any business that processes or 

holds personal data belonging to people living in Europe. 

In the future, privacy will be protected through a combination of legislation and technology. Legislation is 

currently being implemented to protect consumers and help prevent companies from taking advantage 

of them. This includes regulations on user data collection and the ability for users to remove themselves 

from data collections easily.  
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Additionally, businesses will be required by law to inform users when their information has been 

breached, who it was violated by, and how many people have access to that data. This type of 

transparency will ensure that users also know what measures are being taken so that they can take the 

steps necessary to protect themselves from identity theft or further privacy violations. 

 

How Companies Collect Data and Protect It Will Change. 

The future of online privacy will change the way companies collect and use your data.  

As we've mentioned, the General Data Protection Regulation (GDPR) is a European Union law that 

protects user privacy by requiring companies to be more transparent about how they collect and store 

your data. If a company violates this law, they could face hefty fines—and there are already reports of 

some companies receiving them. 

This regulation shows that people are willing to fight for their right to control how their personal information 

is used online, so expect more similar laws around the world in the future, as well as an increased 

awareness of what you share on social media and elsewhere online. 

The GDPR is a good start, but it only applies to EU countries. It's also not an effective way to protect your 

privacy—you should still be careful about what you post online and how much information you share with 

companies. 

 

New Technologies Will Help with Digital Privacy. 

As you know, privacy has been a hot topic for the last few years. It's only getting hotter as new 

technologies are developed, and companies begin to adopt them.  

Many new, emerging tools help you control your data and privacy online, but it can be hard to keep track 

of them all—especially when new ones come out seemingly every day. 

Internxt secure cloud storage is an excellent example of a new web service that uses new technologies 

like end-to-end encryptions and open-source, distributed networks to give users total control over their 

files and photos. Internxt is at the forefront of companies choosing to offer products and services that 

respect individuals' right to privacy and say no to harvesting user data.  

Another fantastic example is Tor Browser. It is an application that allows people to browse the internet 

anonymously by routing their IP address through multiple servers worldwide (called nodes) before 

connecting with websites or services on different servers than their own. It also uses strong encryption 

so internet service providers cannot eavesdrop on users' activity while browsing online.  

 

 

 

https://www.aura.com/learn/what-to-do-if-your-identity-is-stolen
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Don't Let the New World Scare You 

The future is here. We've made it this far, and there's no turning back now.  

We must embrace our new reality and understand that changes like these are inevitable in a world where 

technology is thriving. The best way to do this is by not being afraid of the unknown—by not shying away 

from new ideas and innovations but rather being curious about what they could mean for us in the long 

run. 

If you keep an open mind, you'll be able to see past all the alarmist headlines about digital privacy and 

realize that these advancements aren't all bad news. In truth, they may actually help us gain control over 

our personal lives more than we ever thought possible! 

Sure, there's a lot of bad news about privacy these days, but there are also good signs that things will 

improve. 

It's hard to see the forest for the trees regarding online privacy. Between Facebook and Google, you can't 

scroll through your feed without seeing a story about a data breach or something nefarious being done 

with your personal information. You might be feeling like we're at a dark place in terms of data security, 

but some bright spots show things could be getting better soon. 

Federal laws will change, so they protect you more. Companies are also starting to realize that they need 

to do better by their customers, not just themselves—and this will help keep your data safe from privacy 

violations and unethical use. New technologies like blockchain and encryption will also help companies 

have more control over how they collect and store users' information than ever before.  

Don't despair. It's going to be okay! 

 

What About Privacy Now? 

We've covered a lot of ground in this article, and protecting your privacy can feel overwhelming. What do 

you do?  

First, take a breath. There are a lot of things going on with privacy right now that might seem scary to 

you, but remember that there is a lot of good news too. Second, find reputable security and privacy 

companies like Internxt to help you protect your data until we all come together to build a safer, better 

internet.  

Online privacy's future, especially concerning the right to privacy, will continue to be a hotly debated topic. 

In the current age where social media and big data are constantly growing, and more and more of the 

activities we engage in online can be monitored and analyzed by those who are observing us, the big 

question will continue to remain—how do we protect our rights to privacy and freedom? 
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5 Best Practices for a Multi-Factor Authentication (MFA) 

Strategy 
By Zac Amos, Features Editor, ReHack 

 

Organizations and individuals must implement multi-factor authentication strategies to enhance any 

cybersecurity risk management plan. Cyberthreats have always been creative, but increasing attacks 

requires defensive tactics to be more holistic, incorporating as many protective measures as possible. 

The best cybersecurity portfolios contain a variety of safeguards for boosted protection. 

 

Why MFA Is Crucial in 2023 

MFA takes time to implement and the new year is an ideal springboard for making widespread changes 

— employees may exercise more patience during the adjustment period. Every year brings new threats 

to digital landscapes, especially in susceptible sectors like health and financial institutions. 

Institutions adding this one barrier of cybersecurity could reduce over 99% of compromised accounts, 

saving millions of dollars in remediation. For 2023, it’s essential to have because it’s a wonderful 

supplement to any cybersecurity routine. It also helps instigate one of the most vital cybersecurity 

prevention measures — employee participation. 

 

https://www.microsoft.com/en-us/security/blog/2019/08/20/one-simple-action-you-can-take-to-prevent-99-9-percent-of-account-attacks/
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1. Educate, Train, Inform 

MFA involves everyone, not just IT teams or cybersecurity analysts. Using it as a defensive strategy 

encompasses more surface area, minimizing accidental misuse of technology. 

Transitioning to an MFA landscape is a prime opportunity to provide additional cybersecurity training to 

workers and decrease the chance of frustration or complacency if they find MFA measures combative to 

their workflow. It helps with cybersecurity hygiene inside and outside the office because it can inform 

team members how to create more secure passwords or safer emailing habits. 

Employee buy-in is crucial for a seamless transition. The best way to ensure that is to clearly 

communicate the phases of the rollout — if they don’t understand what’s happening, it’s more likely they 

will not take it as seriously as they should. It also solidifies continued use because individual workers 

could find ways to deactivate it on their accounts unless higher permissions prevent it. 

 

2. Achieve and Maintain Compliance 

Assessors look to MFA implementation to obtain and abide by some of the world’s most respected 

compliance frameworks. Instilling the practice now can help organizations avoid fines and other negative 

consequences, such as a loss in reputation for lacking compliance. 

Frameworks like HIPAA that focus on protecting personally identifying information require MFA. For the 

finance sector, Federal Financial Institutions Examination Council standards encourage MFA for online 

banking services. The practice is such a gold standard now that it also helps with insurance since they 

check if companies are using it when discussing liability. 

 

3. Vary Authentication Measures With Contextual Triggers 

MFA doesn’t only have one method, such as receiving a code on a phone and inputting it on a PC. 

Implementing multiple MFA measures can increase defenses. If the MFA environment is too much of a 

monoculture, threats could identify this behavior and take advantage of it. 

Apart from receiving an SMS, these are the other ways a company can diversify MFA: 

• Soft and hardware tokens 

• Phone call 

• Email approval or code 

• Biometrics like fingerprint or face ID 

• Receiving codes through other authentication apps 

• Security questions 

 

 

https://rehack.com/security/the-importance-of-two-factor-authentication/
https://omegasystemscorp.com/insights/blog/what-to-expect-when-renewing-your-professional-liability-insurance/
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Every type of MFA can amplify safety if compounded with contextual triggers, such as: 

• Programs verifying IP address or connection 

• Geolocation 

• Checking the assigned device against permissions 

• Time-checking 

 

4. Reinforce with Complementary Solutions 

Combining MFA with other cybersecurity methods will only make defenses more robust. Two techniques 

that bolster protection are single-sign on and least-privilege infrastructure. 

Single sign-on (SSO) could be risky if misused, but sound practices could reduce password reuse or 

sloppy password management because staff members only have one set of credentials. SSO isn’t the 

best defense because one password and username would be all a hacker would need. However, with 

MFA, it works on multiple fronts. Least privilege works even more synergetically with these methods to 

prevent unnecessary credentials from accessing information they don’t need to complete their tasks. 

 

5. Schedule Evaluations Implementing Change Management 

Make technical teams continue to oversee how their infrastructure operates. Several times a year, 

employees should gather data about their experience with MFA and if they feel it protects their assets in 

a streamlined way. Here are some concerns employees may raise about their MFA experience: 

• The app stack is too cumbersome or not user-friendly 

• They prefer other forms of MFA 

• Reports of inconsistent authentication receipts 

• Notices of infrequent updates 

 

If an IT team finds improvements, they can install them with a change management structure, which 

forces teams to delegate changes to specific parties and make thorough documentation of those 

changes. Notating who and when changes happened will provide insight for anyone new making 

adjustments — it will help if they encounter roadblocks and need to collaborate with other team members 

to overcome obstacles.   

 

Why MFA Is Essential for Security 

Committing to a solid defensive security strategy enables analysts and other employees to use 

technology more safely. Businesses can allocate energy and resources to strengthen different facets of 

https://www.techtarget.com/searchsecurity/definition/single-sign-on
https://online.hbs.edu/blog/post/change-management-process
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their continuity plans by continuing to inform their staff and solidifying methods for offensive measures if 

they need to respond to a breach. 
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2023 Predictions 
By Dr. Chenxi Wang, Founder and Managing General Partner, Rain Capital 

 

For venture capitalists and investors with an eye on technology, 2022 was a chaotic year. This turmoil 

was partly driven by factors outside the tech sector's control, such as the Russia-Ukraine War and the 

lingering economic aftereffects of the Covid-19 pandemic. These events were felt in every corner of the 

world, creating challenges for the current venture investment scenes.  

 

Be that as it may, the market marches on, and trends emerge. Some materialize despite market forces, 

and others occur because of them. Savvy investors know that rather than respond emotionally to the 

day’s news, it’s critical to take a more expansive view and look at the long trajectory of trends, whether 

they've been building up for years or are only just now appearing on the horizon. 

 

Spotting tech trends and taking the long view is part of what I do daily as General Partner at Rain Capital. 

Our portfolio companies have placed their trust in us, and I take that trust very seriously. So, when I was 

asked what my predictions are for investors and venture capitalists who want to put their money into the 

tech sector, I isolated three things I believe will play a significant role in 2023. These predictions will be 

helpful both to our investors and to others hoping to capitalize on the field's constant innovations.  

 

 

Data security will be a focus. 

 

Data security is already a significant concern for most organizations and has been for some time, but in 

2023 I expect it to be in the spotlight even more than it is today. We continue to see new requirements 

and regulations that pertain to data security, data protection, and data governance, many of which have 
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separate initiatives and budgetary allocations from existing security projects. This will be an exciting area 

for innovation, and I expect that to continue for the foreseeable future. 

 

 

AI will be a game changer for cybersecurity.  

 

Increasingly, I've seen bridges built between cutting-edge AI technologies and security initiatives. In 

September of this year, CNBC reported that the global market for cybersecurity products using artificial 

intelligence is expected to reach $134 billion by 2030. In contrast, the amount spent on it in 2021 was 

just $15 billion. Time will tell if that projection is accurate. Still, today it's clear that the ability to cross-

pollinate between AI and security will drive many innovations that those of us immersed in the industry 

have not even considered previously. 

 

 

Alignment with engineering will come into clarity. 

 

New software is being created every day, and too often, security is a secondary consideration that only 

comes into play once an application has been entirely built. With companies like Snyk and others who 

lead the charge for developer-centric security, I believe a trend is coming into view now, which is about 

seamlessly embedding security measures into the engineering process and pipelines. Security will 

become an integral part of dev tooling and infrastructure layers, further shifting security “left” and 

achieving alignment with development and engineering teams.  

 

 

Staffing challenges will continue to drive innovation. 

 

In cybersecurity, there are more open positions than there are people to fill them. In the past decade, 

there has been a massive boom in digital environments, all of which need to be secured, and there simply 

hasn't been enough training to fill the pipeline at the necessary pace. Even with the economic downturn, 

demand for cyber talent is outpacing supply. Because of that, we have an opportunity to do things 

differently in the cybersecurity world. For instance, innovation in automation will be even more of a force 

multiplier when human talent is scarce. Similarly, data-driven insights and intelligence will be more 

impactful when manual work ceases to be an option.  

 

It's essential to add that while geopolitical and economic uncertainties may make investors take a more 

conservative approach, those same forces have famously driven cutting-edge innovation in the past and 

will do so again. Great companies are formed in a down economy. Currently, security is still driven 

primarily by conventional technologies that are meant to be used on premises in a traditional 

infrastructure environment. Frankly, that's not good enough. Cloud has thoroughly disrupted traditional 

computing, requiring people to manage and defend their data differently. This tension will be exacerbated 

when productivity and efficiency are put to test with tough economic constraints.  

 

The good news is that there's plenty of room for change and innovation, and venture capitalists will have 

many opportunities to back the next great security technology, whatever that might be. Innovation will be 

https://www.cnbc.com/2022/09/13/ai-has-bigger-role-in-cybersecurity-but-hackers-may-benefit-the-most.html#:~:text=Artificial intelligence is playing an,to launch more sophisticated attacks.
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needed to bring existing security operations into this cloud-forward or cloud-native environment. The 

opportunity for someone to create the next great revolution in cybersecurity is immense. 
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Busting Myths Around Cybersecurity Team Training 
New Research Results from Omdia and Cybrary Point to Substantial ROI From Continuous 

Upskilling of Cybersecurity Teams.  

By Kevin Hanes, CEO, Cybary 

 

In recent years, cybersecurity has garnered a staggering amount of attention, especially with the rise of 

high-profile data breaches. But we still find companies grappling with an absent plan for preparing staff 

to handle impending and emerging threats. A new research report developed with Omdia examines 

several common myths about professional cybersecurity training in the hopes of assisting practitioners 

and technology vendors in dispelling some of these myths and better preparing your organization for the 

future. 

 

Why train cybersecurity professionals? 

Let's start with the basics. Why train cybersecurity professionals? The answer is simple: management 

sees that better security results and risk mitigation are required. Training also develops skills that help 

organizations prevent or respond to cybersecurity incidents on the horizon or that may emerge down the 

road. In fact, in the 2022 Dark Reading Decision Maker’s Survey (in which Omdia participated), 47% of 

cybersecurity executives say that a shortage of skilled employees is an issue that adversely affects their 

organization. 
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The myth of the migrating cybersecurity professional 

“Why should I train my employees when they'll just leave for a better job?” 

That's a question we hear all the time—but our data shows that it's not true. In fact, half of the companies 

in our survey reported that the availability of professional cybersecurity training reduces the likelihood 

that an employee will leave, with another four in ten saying that it had no noticeable impact on employee 

retention. A scant 11% of respondents actually reported that professional training increases the chance 

that a particular employee will leave (see figure 3). 

 

 

 

The benefits of professional training are seen in the impact the employee has on the organization, in the 

overall risk posture of the organization, and in the costs associated with finding and retaining highly skilled 

employees. 
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Global business leaders have recognized that continuing professional cybersecurity education is critical 

to their success—they can't afford not to be up-to-date with the latest security practices and trends. 

 

The enterprise is seeing results from training 

Cybersecurity professionals know that professional cybersecurity training is essential to keeping their 

organizations safe from hackers. But what about the larger enterprise? Are they seeing results from 

training? 

275 executives, directors, and security professionals were surveyed about the impact of professional 

cybersecurity training on their organization's cybersecurity. Findings revealed that: 

 

 

• 73% said that their cybersecurity performance was more efficient because of professional 

cybersecurity training, and 

• 62% said that their organization’s cybersecurity effectiveness had improved as a result of 

professional cybersecurity training. 

 

These are both quantifiable results—things you can measure with data points—that indicate the real, 

measurable impact of professional cybersecurity training on the organization. 

 

Training is improving staff turnover rates 

If you're a manager in cybersecurity, you've probably heard some stories about newly educated 

cybersecurity professionals jumping to higher-paying jobs. If you're like most managers, you might be 

wondering whether training programs will have a positive or negative impact on turnover rates. 

We asked our survey respondents what they thought, and their answers surprised us: almost half (48%) 

of those responding said that professional cybersecurity training decreases the likelihood that 

cybersecurity professionals will leave the organization. Another 41% said that training has no significant 

impact on professionals’ odds of leaving. Only 11% reported that they felt professional cybersecurity 

training increases the likelihood that cybersecurity professionals will leave the company. 
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How are companies training their employees? 

In today's increasingly complex threat landscape, adversaries are well funded and are using advanced 

resources to develop and evolve new threat variants. It's more important than ever for organizations to 

have a comprehensive, ongoing training program in place.  

To address these challenges, organizations are prioritizing allocating resources to endpoint security, data 

security, and secure access service edge (SASE) training. This also is followed by remote, cloud, and 

network security training. 

Organizations are also prioritizing skills in a variety of topics to help defend against modern threats on 

the broad range of attack vectors. That's why it's so important to have a comprehensive training program 

in place.  

Online training is becoming the preferred approach over in-person training, with 72% of SMBs, 62% of 

large SMBs/SMEs, and 58% of large enterprises allocating budgets for online training (see figure 5). The 

reason for this is simple: online training can be integrated seamlessly into an employee's daily work tasks, 

reinforcing its value and making it more likely that the employee will actually learn what they're supposed 

to learn. 
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It also helps that online training is accessible from anywhere, at any time—which makes it easier for 

employees to access the resources they need to stay up-to-date on their skill sets without having to take 

time off from work or travel long distances just to get them. 

 

Key takeaways 

When it comes to cybersecurity training, a lot of groundless myths still persist, and are likely to help aid 

threat actors as they ensnare target organizations. But research and experience demonstrate that when 

actual results and experience are analyzed, the balance swings firmly in favor of developing an ongoing, 

sustained program of professional cybersecurity training. 

 

Here are some key takeaways: 

• Almost 90% of survey respondents rejected the idea that training leads to increased employee 

turnover. 

• Cybersecurity training increases cyber teams’ effectiveness, efficiency, and overall security 

posture. 

• Training also directly reduces the number and impact of breaches/incidents, and prepares teams 

to better deter, detect and address future threats. 

• When implementing a training platform, it’s best to choose one with a range of cyber-focused 

topics to support your specific needs. 

• Combine training with internal career paths to encourage employee retention and loyalty. 

 

Conclusion 

The cybersecurity job market is not just competitive, it’s a war zone actively competing for talent. 

Companies need to be able to attract and retain the best talent if they want to stay competitive in this 

fast-paced industry, and investments in upskilling help recognize and reward cybersecurity pros, while 

strengthening the organization’s security posture. Although at first look training may seem like a daunting 

undertaking, a world-class platform can make ongoing cybersecurity accessible, affordable and easy to 

implement and manage. 

Seek out a cybersecurity upskilling platform that provides guided pathways, threat-informed training, and 

certification preparation for your team. When you equip your cybersecurity professionals – at every stage 

in their careers – to upskill and mitigate both current and future threats, you help your organization win 

both the battle for talent and the fight against attackers! 
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If you’re looking to make the case to prioritize training, you can download the The Myths of Training 

Cybersecurity Professionals report by Omdia or you can watch our on-demand webinar that reviews the 

key insights from Omdia’s research. 
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Can The US-Led Multinational Counterattack Stop 

Ransomware’s Gold Rush? 
By Camellia Chan, CEO & founder of Flexxon 

 

I was honored to be one of the representatives from 36 nations, the EU, and private sector companies 

who convened October 31-November 1 for the Second International Counter Ransomware Initiative (CRI) 

Summit at the White House. The borderless nature of ransomware threats demands close cooperation 

among nations to fortify against opponents whose threats are as dangerous as physical aggression. 

United States ransomware payments set a record in 2021, with almost 1,500 filings valued at a total of 

nearly $1.2 billion, a 188% increase from 2020. The US spearheaded the CRI, with express objectives 

of increasing “the resilience of all CRI partners, disrupt cyber criminals, counter illicit finance, build private 

sector partnerships, and cooperate globally to address this challenge.”  

I participated in the capacity of a private sector organization as a part of the Singapore delegation, which 

is charged overseeing the CRI focus area of countering illicit finance together with the UK. The dialogues 

that have taken place over the first two years are an indispensable first step in making inroads in a war 

of attrition against formidable cyber criminals from around the world. But make no mistake, the CRI was 

not only about talking about the problem. The international cooperative took concrete actions to protect 

citizens, corporations, and governments from these unrelenting forces. The CRI’s efforts to establish 

open lines of communication and collective action are a significant step forward, but we must next look 

toward setting agreed-upon international standards through the contributions of each member 

organization before more tangible impact can be seen. 

https://www.whitehouse.gov/briefing-room/statements-releases/2022/11/01/fact-sheet-the-second-international-counter-ransomware-initiative-summit/
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A global, long-term battle of attrition against ransomware criminals 

At the summit CRI partners made concrete commitments, including but not limited to initiatives like 

biannual counter ransomware exercises, coordination of priority targets through a single framework, and 

delivering an investigator’s toolkit. The important thing is that everyone focused on a singular objective 

through increased intelligence sharing, aligned frameworks and guidelines, and coordination of actions. 

I am heartened to witness the world’s leaders cooperating on adopting a pragmatic view of the 

ransomware landscape and acknowledging the ingenuity of cybercrime networks, as well as accepting 

that we are all engaged in a long-term, ongoing battle of attrition. However, the conversations were still 

centered in a traditional mindset toward cybersecurity, which may leave gaps in a less than holistic 

strategy. To provide the best possible chance of thwarting ransomware attacks, it is imperative that we 

integrate our best defenses by also including the physical computing layer, moving to a more holistic 

protocol. In the last two years, cybersecurity software continued to be reactive, and thus allowed hackers 

to conduct their activities largely unchecked. Once cybercriminals have gained access to organizations' 

systems or their valuable data, it is too late to remedy the situation. Thus, tremendous volumes of 

ransoms were remitted, estimated to cost $20 billion worldwide.  

 

Combatting a borderless threat to national security 

A global problem that transcends borders must be addressed with a global yet borderless approach. 

However, how do we address a global problem that is simultaneously borderless and yet still threatens 

the national security of many countries? According to reports, Russia-related variants accounted for 

about 75%, or 594, of the 793 incidents reported during the second half of 2021. Beyond the payment 

outcome of being held for ransom, nations must also consider what valuable data, information, or goods 

the hackers are using to hold organizations ransom. We may see more cybercriminals doing the bidding 

of state actors to stir up political dissent and orchestrate social engineering attacks and confusion.  

Cybercriminals cannot be allowed to act without consequence. Thus, crimes occurring in cyberspace 

should be met with equal severity as those in the physical realm. To that end, I believe the task force’s 

commitment to pursuing and sanctioning responsible state actors or individuals is wholly correct. For 

instance, the decision not to provide ransomware actors with safe havens is similar to individuals found 

guilty of other forms of major financial fraud, dangers caused to public safety, and espionage.  

Cross-border cooperation is essential and must have a place across the entire cybersecurity life cycle. 

The governments of all countries must look towards adopting new technologies to plug existing gaps, 

keeping channels of communication open for greater multi-lateral cooperation, running joint response 

drills and exercises to sharpen unified incident response capabilities, and critically, fostering greater 

collaboration between the private and public sectors.  

 

Public sector and private companies partner to mitigate ransomware threats 

The average total cost of a ransomware breach in 2021 was $4.6 million. As the prime targets which bear 

the greatest financial burden of attacks, corporations are in a unique position to supply critical technical 

https://www.ibm.com/downloads/cas/OJDVQGRY
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intelligence about ransomware. The CRI aims to institute real engagement between governmental 

organizations and corporations for “trusted information sharing and coordinated action.” CRI participants 

made commitments to engage in active information-sharing between the public and private sectors, 

including through new platforms, on actors and tradecraft. Private sector insights into the whereabouts 

and actions of ransomware actors from across the internet can effectively complement state capabilities 

in this aspect – enabling an unfettered two-way flow of information between private and public sectors. 

They also launched plans to develop a capacity-building tool to help countries utilize public-private 

partnerships to combat ransomware.  

The next stage of holistic cybersecurity defense should incorporate hardware and embedded solutions 

into the overall infrastructure to stop hackers in their tracks in a small, sealed, and fully engineered 

environment at the data storage level. To continue the momentum, governments can advance 

comprehensive programs by focusing on supporting research & development, embracing new 

approaches, championing the swift adoption of new innovations, initiating pilot programs, enabling the 

ease of acquisitions, and lowering barriers to trade. 

 

Defending an ever-expanding attack surface against ransomware 

2021-2022 has proven to be a golden age for ransomware criminals as reports of ransomware attacks 

ballooned by 62% in 2021 over 2020. The physical layer continues to be overlooked and software 

cybersecurity solutions continued to struggle to address countless threat variables in the open 

environment. Criminals have increasingly targeted managed service providers, the software supply chain, 

and the cloud. The adoption of new technologies has introduced new opportunities to criminals. As the 

attack surface expands, more individuals work remotely, and Web3 and cryptocurrency rise in 

prominence, cybercrime rings evolved to “operate commercially.” In 2022, we have witnessed more 

ransomware attacks tagged to cryptocurrencies.  

 

Crypto winters and cybercrime summers 

We shouldn’t expect that the current crypto winter will deter the criminals from exploiting the blockchain, 

however. Cryptocurrencies are an asset class, but do not dictate the stability and continued innovation 

seen in the Web3 space. Cybercriminals will continue to target Web3 blockchain platforms as their user 

base grows, not only targeting crypto assets but other essential personal information that can be 

leveraged for ransom.  As we are seeing right now, cybercriminals will also shift to other avenues of 

attack for large impact and payouts – with the same objective as always. They will aim to access and 

exfiltrate data and hold victims for ransom. They will focus more on critical infrastructure with cyber-

physical systems, upon which attacks have quadrupled in the past year. 

 

 

 

https://www.cisa.gov/uscert/ncas/alerts/aa21-243a
https://www.cisa.gov/uscert/ncas/alerts/aa22-040a
https://www.cisa.gov/uscert/ncas/alerts/aa22-040a
https://blog.barracuda.com/2022/08/24/threat-spotlight-the-untold-stories-of-ransomware/
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An important first step in a coordinated counterattack 

This year’s second gathering of CRI filled me with optimism about stopping cybercriminals’ bleeding of 

our resources and robbing us of our security. This is a global work in progress with great potential. 

Multinational efforts come with exceeding complexity, given nations’ varying legal and regulatory authority 

that can hinder actionable cooperation. I am gratified that we have taken the first step of developing a 

universal framework that focuses on thwarting cybercrime for the benefit of all nations and organizations 

operating within them. In the future, we can work towards finetuning the framework to respect the differing 

governing laws of each jurisdiction.  

With the lightning-speed, often undetectable nature of cyber intrusions and level of technological 

connectedness that society exists in today, ransomware poses an existential threat to governments, 

businesses, infrastructure, and individuals. Cybercrime is our global fight, and the public and private 

sectors must combine knowledge, experiences, and insights to achieve a higher level of cyberthreat 

prevention. I have seen this approach working firsthand in Singapore, where The Cybersecurity Agency 

of Singapore’s Cyber Safe Partnership Programme collaborates with industry players to develop training 

modules, products and services, and community outreach to raise awareness and encourage the 

adoption of good cybersecurity practices. This supports the development and evolution of the country’s 

foundational cybersecurity toolkit and encourages a healthy ecosystem of cooperation. 
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Cybersecurity Attacks To Come: Here’s How To Prepare   
By Russ Reeder, CEO, Netrix Global 

 

Ensuring 100% prevention against all cyberattacks is impossible today, as modern perpetrators find more 

sophisticated ways to strike by the minute. A strategy focusing on protection and recovery over prevention 

is much more realistic and attainable.   

However, the private sector is in an alarmingly unprepared state of general readiness to repel 

cyberattacks. Small and midsized businesses are especially vulnerable due to budget and hiring 

challenges.  

To bring attention to the lack of general readiness, President Biden issued an executive order earlier this 

year regarding improving the nation’s cybersecurity. His order, in part, stated: “The private sector must 

adapt to the continuously changing threat environment, ensure its products are built and operate 

securely, and partner with the Federal Government.” The executive order established a U.S. Cyber Safety 

Review Board that will include private-sector organization representatives.    

  

A few stats that speak to this challenge:  

   

● Half of U.S. businesses remain without a cybersecurity risk plan.  

● Attacks on business emails have resulted in a loss of $43 billion since 2016, according to FBI 

data released in May.  

● Cyberattacks and data breaches mushroomed by 15.1% last year compared to 2020.  

● Company networks are so vulnerable that cyberattacks may breach 93% of them.  

● A ThoughtLab report published earlier this year found that 39% of CEOs said their budgets 

are inadequate “to ensure cybersecurity.”   

https://www.mckinsey.com/capabilities/risk-and-resilience/our-insights/securing-small-and-medium-size-enterprises-whats-next
https://www.mckinsey.com/capabilities/risk-and-resilience/our-insights/securing-small-and-medium-size-enterprises-whats-next
https://www.whitehouse.gov/briefing-room/presidential-actions/2021/05/12/executive-order-on-improving-the-nations-cybersecurity/
https://www.whitehouse.gov/briefing-room/presidential-actions/2021/05/12/executive-order-on-improving-the-nations-cybersecurity/
https://www.cisa.gov/cyber-safety-review-board
https://www.cisa.gov/cyber-safety-review-board
https://www.cisa.gov/cyber-safety-review-board
https://upcity.com/experts/small-business-cybersecurity-survey/
https://upcity.com/experts/small-business-cybersecurity-survey/
https://www.tripwire.com/state-of-security/43-billion-stolen-through-business-email-compromise-since-2016-reports-fbi
https://www.tripwire.com/state-of-security/43-billion-stolen-through-business-email-compromise-since-2016-reports-fbi
https://thoughtlabgroup.com/cyber-solutions-riskier-world/
https://thoughtlabgroup.com/cyber-solutions-riskier-world/
https://betanews.com/2021/12/20/cybercriminals-penetrate-93-percent-of-company-networks/
https://thoughtlabgroup.com/cyber-solutions-riskier-world/
https://thoughtlabgroup.com/cyber-solutions-riskier-world/
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A cyber-defense security strategy should encompass the proactive and operational security of digital 

channels, data and personally identifiable information (PII). It also should include a regularly tested crisis 

plan those outlines action steps and reduces confusion when an incident occurs, enacting a fluid 

response.  

  

Trusted partner advantages  

The most cost-effective and efficient cyber-defense strategy for a majority of businesses is to work with 

a trusted partner. A trusted partner supplying such services will prepare companies for a future that 

promises larger security attack vectors and impacts. Artificial intelligence will feature more prominently in 

cybersecurity offense and defense during the coming months and years.  

Top-notch cybersecurity service providers are those that offer the ability to continue to operate with 

confidence within this evolving dynamic. They are domain experts that should monitor the landscape for 

industry trends and emerging threats. These providers train like they fight — constantly testing and 

validating tools — ensuring your company is prepared for future threats.  

Outsourcing risk identification and remediation provides protection to businesses without the resources 

to build the necessary cybersecurity infrastructure, and can help companies save up to 50% on 

monitoring costs. These savings will vary from company to company. However, they ultimately pale in 

comparison to the cost of not investing in cybersecurity at all, then being exposed to an attack that could 

tank a business.   

Working with a trusted partner is particularly helpful in today’s uncertain macroeconomic environment, 

when many companies are taking a conservative approach to hiring full-time staff and even not backfilling 

those who depart.   

   

How to find the right cybersecurity service provider  

Determining the appropriate company to serve as a service provider to any business partly rests upon 

that business’ own cybersecurity goals. Without such guiding principles, expenditures could quickly get 

out of hand and result in the opposite of one of the primary reasons to hire a managed security services 

company.  

It’s important to ask specific questions when searching for the right cybersecurity partner for your 

business. This may include questions about a potential service provider’s expertise and experience in 

the field, as well as the team’s overall capabilities, respective vertical-industry knowledge and proven 

track record of success. Indications of the provider’s maturity will show themselves in their understanding 

of the costs, effort and commitment mandatory to create a functional cybersecurity program. The best 

candidates, too, will be sensitive to the hiring company’s concerns and focus on relationship building.  

Smaller companies can find immediate benefits in forging relationships with a trusted managed service 

provider to handle cybersecurity, including access to best-practice tools and processes, along with 

seasoned experts in the field available for counsel. This enables smaller businesses to continue to focus 
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on their core priorities rather than having to divert attention to cybersecurity challenges, by having an 

expert cybersecurity service provider at their sides.  

For larger companies, layering in the experience of a service provider might serve to augment solid 

existing processes, quickly filling in any gaps. Collaborating with a cybersecurity partner also provides 

checks and balances on the overall system, ensuring more than one set of eyes is assessing that 

system’s health.  

   

Incident response plans  

The U.S. Secret Service recently needed help with running a cyber incident response simulation for public 

and private corporations.  

The exercise my colleagues and I did with them highlighted the importance of having a functional 

company incident response plan. At the highest of levels, this type of plan is akin to a cookbook. Setting 

out to make a meal — i.e., declare a cybersecurity incident — you do not make every recipe in the 

cookbook. Instead, you select the recipe appropriate to the specific meal.  

A strong incident response plan defines what an incident is because this varies among organizations and 

industry verticals. It also assigns roles and responsibilities, describes the incident severity according to 

its business impact, defines categories and examples of common incidents, outlines an escalation 

process to engage senior leadership and provides flexible instructions that act as guiding principles for 

responders during an event.  

Incident response plan teams should comprise decision makers and stakeholders throughout multiple 

levels of an organization. Team members should have an awareness of the risks and costs associated 

with disruptive events.  

   

Proper communication  

The Secret Service breach simulation illuminated a set of optimal communication steps in the wake of a 

breach:  

   

● Contact the company’s bank and law enforcement.  

● Gather as much information as possible.  

● Be candid with employees regarding the breach, providing the facts collected, instructing all 

to change every password, share relevant links so employees may lock their credit and direct 

them to follow up with a credit protection agency.  

● Ensure information sharing among the management teams of the breached company and that 

company’s cybersecurity provider, with CEOs of each contacting their respective boards as 

soon as possible.  

● Work with legal counsel to comply with state and international notification protocols if PII is 

involved.  
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● Monitor press coverage to assess what requires a public statement, discussing the incident 

publicly only when relevant decision makers have reached consensus on the narrative.  

   

Target’s 2013 data breach and Home Depot’s 2014 data breach are instructive in what to do, and what 

not to do, regarding communication following an incident.  

   

A forensics firm Target hired to investigate its breach found that hackers stole information connected to 

roughly 40 million credit and debit card accounts. The perpetrators also obtained about 70 million Target 

customers’ personal information. Target became aware of the incident when U.S. Department of Justice 

officials alerted the company that stolen data was online and people had begun to report fraudulent credit 

card charges.  

   

Home Depot’s breach resulted in hackers gaining access to roughly 40 million customers’ payment card 

data. The company also said the cyberattack exposed the email addresses of at least 52 million.  

   

Target initially denied many of the breach claims, and pushed a message that conveyed there was 

“nothing to see here.” That only fanned the flames of public unrest once the breach realities became 

undeniable.  

   

Home Depot, in contrast, swiftly publicly acknowledged the breach, explained their action plan and 

executed a process that felt competent.  

   

Both companies endured negative consequences. The company’s chief information officer resigned in 

March 2014. Target’s CEO resigned in May 2014. Target reported in 2016 that its breach cost $291 

million. The company settled with 47 states and the District of Columbia for $18.5 million in 2017.  

   

Home Depot in 2020 reached a $17.5 million settlement after a multistate investigation into its incident. 

The company said the breach cost the company $198 million.  

   

Public perception of the two companies were and remain different, however, due to the respective 

differences in communication strategies Target and Home Depot deployed.  

   

We don’t know whether Home Depot had a plan in place then executed a comprehensive incident 

response plan. But its transparency and structured, effective communication regarding the breach paid 

off.  

   

 

https://slate.com/technology/2022/04/breached-excerpt-hartzog-solove-target.html
https://www.reuters.com/article/us-home-depot-cyber-settlement-idUSKBN2842W5
https://www.computerworld.com/article/2488275/target-cio-resigns-following-breach.html#:~:text=The%20retailer%20announces%20the%20resignation,up%20to%20110%20million%20people&text=Target%20CIO%20Beth%20Jacob%20has,by%20the%20Associated%20Press%20Wednesday.
https://www.kpcc.org/show/take-two/2014-05-05/target-ceo-resigns-5-months-after-data-security-breach
https://www.nbcnews.com/business/business-news/target-settles-2013-hacked-customer-data-breach-18-5-million-n764031
https://www.reuters.com/article/us-home-depot-cyber-settlement-idUSKBN2842W5
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Defending for the future  

Outsourcing cybersecurity also can help address three key areas of apprehension executives identified 

in ThoughtLab’s 2022 report: keeping up with digital transformation and new technologies, as well as 

finding qualified employees.  

Companies that decide to collaborate with a business possessing cybersecurity expertise will receive 

assistance in many areas they cannot develop independently. Those include pen testing; chief 

information security officer consulting; best practice security tool implementation; and incident detection, 

response, containment, forensics, recovery, remediation, postmortem analysis and overall plan 

improvement.  
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Cybersecurity: Your Guide to Digital Identity 
Digital identity is an extra layer of security needed to protect your organization’s document and 

workflows. Here’s how it works and why it matters. 

By Filip Verreth, VP Product Management of eSign Solutions at Nitro, Inc. 

 

The digital-first economy is rapidly evolving and, with more sensitive data being shared online, 

cybersecurity risks are escalating. It has never been more important for your organization to ask the 

question, “Do we really know who we’re doing business with?” 

Digital identification has become an important component of cybersecurity initiatives and an enabler in 

the modern business transformation journey. It helps protect data, build trust and drive business 

efficiency. However, getting it right requires a strategic approach.  

In this article, we’ll help you understand what digital identity means, why it is a business priority and what 

you need to know. It’s time to take full control of your electronic documents and eSigning workflows so 

you keep your organization safe and secure. 

 

What is a Digital Identity?  

A digital identity, or digital ID, is information that exists about an individual, organization and device 

online. There are many different sources from which a unique digital identity is formed, from emails and 

passwords to online search history. With organizations investing more in digital tools and technology and 

cyber threats on the rise, creating a framework for managing digital identity has never been so important.  
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Is Digital Identification and Authentication the Same Thing? 

No. Digital identification is what an individual, organization or device claims to be. Authentication, on 

the other hand, is the process of verifying these claims.  

In the eSigning process, for example, the user must be fully authenticated before a signature can be 

obtained. The authentication process can vary widely. Examples include: 

• Login and password combinations (including Single Sign-On) 

• One-time passwords (via SMS and email) 

• Mobile identities 

• Bank authentication 

• Biometric authentication 

 

5 Reasons Why Digital Identity Should be a Top Business Priority  

Having a strategic approach to digital identity can unlock considerable business value. Let’s look at some 

of the top benefits for your organization: 

Effortless Compliance: Meet AML (Anti-Money Laundering) and KYC (Know Your Customer) 

requirements that place a legal emphasis on identity verification. 

Minimize Risk: Reduce opportunities for manual error and breaches of conduct through robust security 

measures. 

Improve Customer Journeys: Smart digital identity management will build trust and customer 

satisfaction by prioritizing privacy and data protection. 

Fraud Prevention: Detect and eliminate fraudulent activity across key touchpoints.  

Increase Efficiency: Save time by replacing manual activities and the need for face-to-face interaction 

with digitally automated processes.  

 

Digital Identity for Your Organization: What You Need to Know 

When it comes to managing your documents and eSigning workflows, there are important points you 

need to consider: 

Each eSignature Method Offers Different Levels of Digital Identity Assurance 

An important fact to point out is that electronic signatures and digital signatures are not the same thing. 

Though often used interchangeably, digital signatures rely on cryptography-based technology that 

provides an extra level of security and integrity for the document. They use the standards and procedures 

of Public Key Infrastructure (PKI) to sign electronic data. 
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Digital signatures comply with the most stringent regulatory requirements and offer more protection for 

your documents and eSigning. This type of signature works well for sensitive information including 

financial records, healthcare documents or real estate contracts. 

On the other hand, an electronic signature, or eSignature, can be the image of your signature pasted in 

a Word document or even your mail signature.  

The 3 Types of eSignatures Also Have Different Levels of Security  

There are 3 different methods of eSignatures as identified by The European Union’s Electronic 

Identification, Authentication and Trust Services (eIDAS).  

• Simple Electronic Signatures (SES) 

• Advanced Electronic Signatures (AES)  

• Qualified Electronic Signatures (QES) 

 

In most cases, only Advanced and Qualified Electronic Signatures are digital signatures as they provide 

greater signer identification and authentication. So, if you’re in a highly regulated industry that handles 

sensitive data, or you just want greater assurance across your documents and eSigning, you’ll need to 

choose a method that offers the highest level of security and digital identity protection. 

 

 

 

What To Consider When Choosing a Digital Identity Vendor 

When selecting any vendor for your organization, meeting business requirements across key focus areas 

is critical for success. This checklist can help you identify important digital identity capabilities, so your 

organization can stay one step ahead:  

✓ Can the solution give you the flexibility to enable any secure identification method? 
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✓ Does it comply with the regulations relevant to your organization and the countries you are 

operating in? 

✓ Will it offer enough coverage for your business needs? 

✓ Does it cover your Know Your Customer (KYC) and Anti-Money Laundering (AML) needs? 

✓ Will it easily integrate into your business applications? 

 

The Key to Getting Digital Identity Right   

Digital identity should be a core element of your business and security strategy. Not only can it be a 

powerful solution in your cyber resilience toolkit, without it, you can never be 100% confident who you’re 

doing business with. 

To protect your business, carefully align digital identity initiatives and partners with your organization's 

overarching objectives. Define your expectations and the impact you want it to have on your digital 

transformation.  

Remember, digital identity shouldn’t be siloed. Educate your stakeholders and create a collaborative 

approach so teams understand the important role they play in this journey.   
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Does Your Company Have a Dark Data Problem? 
By Dannie Combs, SVP and Chief Information Security Officer, Donnelley Financial Solutions 

(DFIN) 

  

 

Don’t let the name fool you: dark data is all too visible — to bad actors, that is. 

Dark data is information that a company stores but doesn’t need any longer. Businesses are often 

surprised by just how much of this data they have squirreled away in their computer systems — on 

laptops, file servers, smartphones and in suppliers’ systems as well.  

It consists of everything from ex-employee files, outdated customer records, phone numbers and email 

addresses to credit card numbers, SSNs, healthcare records and even old security videos. 

Companies often treat this information like they would old boxes in the attic — something they’ll deal with 

“tomorrow”, if ever. That’s a mistake. Dark data is extremely valuable to cyber criminals, who will go to 

great lengths to steal it for a variety of disreputable purposes. They might sell it, use it to perpetrate 

financial fraud, even commit blackmail. And when they do, your company could suffer substantial 

reputational damage and even be subject to legal liabilities.  

There is evidence that businesses are beginning to realize the dangers. According to DFIN’s new report 

— Understanding Risk: The Dark Side of Data — nearly 70 percent of enterprise leaders surveyed said 

that storing detailed information presents more risk than value to the overall enterprise. And more than 

half — 53% — of combined IT and C-Level respondents said dark data is an extremely pressing issue. 

Enterprise leaders must identify dark data and decide whether to store it, protect it, or purge it. A few tips: 

https://www.dfinsolutions.com/?elqTrackId=71ad78b7ffd1481b9c2b4be128ba396e&elqaid=2603&elqat=2&_ga=2.242124866.1386726503.1629992597-1686183495.1628862847
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Shine a light on your dark data 

The best way to understand the data you have and how it should be protected is to bring it to light. Choose 

software that explores the dark recesses of your enterprise to identify and surface dark data.  

 

Foil phishing attempts 

Phishing is becoming more prevalent, so much so that services now exist that allow scammers to easily 

target and exploit audiences. Indeed, 52% of our survey respondents said phishing incidents had greatly 

or somewhat increased and were also the most common form of potential breach. Ensure that your most 

sensitive information is properly secured and even redacted to safeguard it from falling into the wrong 

hands. 

 

Scrub assets before disposal 

When disposing of or donating dated hardware and devices, ensure that they are properly scrubbed of 

all business information. Familiarize yourself with Secure IT Asset Disposition processes and identify an 

appropriate partner to manage this for your organization. 

 

Limit access to personal information 

Avoid giving the keys to the kingdom to everyone. Increase security around and even redact sensitive 

information, like Social Security numbers and credit card information, making them only accessible to 

chosen high-level employees. Doing so helps decrease the chance that such dark data purposefully or 

inadvertently leaks. 

 

Educate employees on potential cyber threats 

No matter where you do business, data privacy regulations are tightening, and 

enterprises can suffer multi-million-dollar fines for non-compliance. Protect your assets by raising 

awareness company-wide and by investing in software that automatically redacts personally identifiable 

information (PII) and other sensitive data. 

 

Choose a partner that understands your security posture 

Cybersecurity software can augment your company’s security professionals. Choose a software provider 

that understands and can meet and even exceed your cybersecurity needs. 

For example, DFIN has a suite of solutions that is helping clients today. 
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• Data Protect Solutions automate the finding and redacting of PII. 

• Venue virtual data room secures the M&A process — which typically involves sharing thousands 
of documents — with an integrated auto-redaction software tool powered by AI and machine 
learning. 

• eBrevia contract review software has AI engines for scanning contract language to ensure that 
expected controls are embedded in supply chain agreements. 
 
 

Cyber-attacks are on the rise for a very good reason: they are very lucrative for the criminals who 

perpetrate the crimes. In the months and years ahead, we expect that these bad actors will increasingly 

target dark data. If you take appropriate steps now, your company can avoid becoming a victim. 
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Europe Envies America’s Cybersecurity Industry. What 

Can We Learn from It? 
Europe’s cyber industry has huge potential. Copying what’s worked in the US is a route to 

realising that promise. 

By Carlos Moreira Silva and Carlos Alberto Silva, Managing Partners at 33N Ventures 

 

America’s cybersecurity industry is far and away the world’s best. It’s hard to argue with the fact that of 

the 20 largest cybersecurity firms by market capitalisation, 15 are from America. 

Europe’s cyber industry has a long way to catch up. It is home to just one of the top 20 largest 

cybersecurity firms. Czech-founded antivirus provider Avast was founded nearly three decades ago. If 

Europe wants to match America’s successes, it must learn from them.  

 

Learning from the best 

A recent European Commission report picked up on the lag between the US and Europe, arguing that 

the region’s cyber startups “tend to underperform against their international peers”, are “fewer in number”, 

and “generally raise less funding”.  

https://companiesmarketcap.com/it-security/largest-companies-by-market-cap/
https://www.eib.org/attachments/lucalli/20220206-european-cybersecurity-investment-platform-en.pdf


 

Cyber Defense eMagazine – January 2023 Edition                                                                                                                                                                                                       72 

Copyright © 2023, Cyber Defense Magazine. All rights reserved worldwide.                   

 

There are reasons to be optimistic about the future for Europe, though. As the publication of the report 

attests, there is now political will to improve the situation. Europe’s politicians have woken up to the fact 

that strategic autonomy in cybersecurity is in the supranational interest, just as they have done with 

semiconductors.  

The US has some obvious advantages. It is the world’s largest economy, home to Silicon Valley, Wall 

Street, and the world’s largest healthcare industry - all are significant buyers of cyber products and 

services and represent a lucrative domestic market to sell into.  

America’s cyber policymaking is also highly centralised. The National Security Agency (NSA) - the US 

intelligence service - sets standards and best practices that are followed across state lines and 

international borders. This is a major advantage for globally expanding companies.  

Close proximity to the government benefits America’s cyber industry in other ways. It is at once a deep-

pocketed customer, a source of world-class talent (which moves fluidly between the private and public 

sectors), and it is a co-collaborator on innovative R&D projects.  

These factors have all played a role in building America’s cyber industry, they are not impossible to 

replicate in Europe. The EU is the world’s third-largest economy and it is hardly bereft of corporate giants 

who are willing to spend big on keeping their data secure.  

Europe lacks a powerful centralised security service, such as the NSA, but has its own unique strengths. 

The EU already enforces the world’s tightest data protection and privacy laws and intends to double down 

on the issue in years to come. This should be a boon to cybersecurity companies which essentially sell 

the protection of digital assets. 

 

Where Europe falls behind Americ 

Economics and institutional support alone do not account for the gap between Europe and the US. 

Instead, look to the size and shape of the venture capital industry. 

US venture capital far outstrips Europe in a few areas. The first is its scale. As illustrated by the European 

Commission’s recent report, there is significantly more capital available in the US than in Europe across 

every stage of investment. The figures speak for themselves: in 2021 European cybersecurity firms raised 

€814m from venture capital firms, whereas US cybersecurity companies raised more than €15bn over 

the same period.  

The US is also home to a greater number of investors that specialise in cybersecurity. US venture firms 

like Accel and Greylock Partners have highly-specialised teams who have backed many of the world’s 

largest cyber companies.  

Importantly, top-tier US VCs can and will back companies from seed stage up to Series D, E and beyond. 

The specialist funds in Europe tend to be smaller, local operations that only have the capacity to back 

seed-stage firms with smaller cheques. 

https://www.europarl.europa.eu/RegData/etudes/BRIE/2022/733596/EPRS_BRI(2022)733596_EN.pdf
https://www.eib.org/attachments/lucalli/20220206-european-cybersecurity-investment-platform-en.pdf
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The result is that many European cybersecurity scaleups have to choose between larger generalist 

European investors, that may have the cash but lack the focus, or larger US specialist cyber investors 

that do not have deep knowledge of the European market.  

 

Europe’s cyber industry should seize the moment 

None of this is unsurmountable. Europe’s politicians have recognised that there is a problem and an 

opportunity to fix it. With the publication of the European Commission’s recent report, the groundwork 

has been laid.  

Europe has all the attributes for it to become a serious player in the cybersecurity market, it just needs a 

thriving venture capital ecosystem that can act as a catalyst. Now is the time to turn words into action.  
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https://www.linkedin.com/company/33nventures/
https://33n.vc/
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Expanding Macroeconomic Pressure And Attack Surface 

Will Drive Security Automation In 2023 
By Leonid Belkind, CTO and Co-Founder, Torq 

 

Security automation continued to have significant, positive impact across myriad cybersecurity 

applications in 2022, with enterprises adopting and deploying no-code platforms to significant success. 

However, the security automation vendor and customer ecosystem cannot rest on their collective laurels.  

 

In 2023, cyberthreats will relentlessly continue apace with exponentially-increasing complexity and 

impact. And this will occur within an adverse macroeconomic climate. Many experts believe we are likely 

to experience a 2023 downturn, resulting in static or shrinking budgets, and pressure to do more with 

existing resources. 

 

Here are some key challenges and opportunities the security automation community is likely to encounter 

as 2023 unfolds:  

 

The Attack Surface Continues Expanding 

Despite all the security awareness and training in the world, threat actors and their methods continue 

becoming more sophisticated, with novel, insidious new ways of deploying threats, and psychologically 

manipulating users. Therefore, the cybersecurity attack surface is likely to get bigger, not smaller. 

 

https://torq.io/
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The fact is there can be no standing on one’s laurels any longer and no organization will ever be 100% 

safe from human error. Security automation and zero-trust are proactive approaches that mitigate these 

issues, because they acknowledge that it’s not a question of if an attack will occur, but when. 

 

Increasing Pressure to Maximize Value of Existing Security Stacks 

The current economic climate dictates all enterprises become more efficient in their spending. IT and 

Security leaders will look for ways to derive maximum value from their existing tech stack, rather than 

adding more point solutions to it. 

 

Security automation unifies existing security investments and harnesses their potential, enabling 

organizations to get more bang for the buck from them. Further, with no-code security automation, a 

broader range of employees are able to take advantage of and play a key role in achieving an optimal 

cybersecurity posture. Security automation truly goes far beyond cutting expenses, and enables 

organizations to become more secure, efficient, flexible, resilient, and future proof. 

 

No More Dark Corners 

The security automation ecosystem will open up, so previously disparate security systems can talk to 

each other. Cybersecurity cannot exist in a vacuum. Systems, applications, and tools must become 

interoperable and interconnected. Security automation enables the seamless bridging of these systems, 

bringing them together under one roof, for comprehensive management, monitoring, and measurement. 

 

Security Automation Democratizes Security Processes 

Security processes will become more of a shared responsibility, in which employees, R&D, DevOps, and 

IT are true partners and collaborators in protecting their organizations. For example, in 2023, security 

automation systems will likely expand to validate end users’ identities and enable them to have temporary 

security clearances to engage in system updates, credential retrieval, and remote access with 

dramatically minimized risk. This is enabled through integration across communications and project 

management tools, anchored by workflows that ensure accurate verification and access controls. 

 

Shift-Left SecOps Comes to the Fore 

Security automation will evolve from an addition to a security strategy to a fundamental pillar at the 

earliest stages of the security development lifecycle. Security automation is rapidly becoming critical from 

the outset of considering an organization’s security posture, as it transforms from “nice to have” to “critical 

must have” status. Cloud native technologies such as declarative APIs, microservices, and containers 

will make it easier for security teams to build security automation into their approaches. 
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Security Automation Becomes Collaborative and Social 

Moving forward, it isn’t enough to create workflows on an as-needed basis. Rather, these workflows must 

be able to be replicated and shared between colleagues and partners. Once an optimized security 

workflow has been created, why silo it into one use case? Why not make it available for others to deploy? 

 

This is analogous to the “open sourcing of security,” meaning workflows aren’t just one-offs. Instead, 

many can be reused and tweaked for different use cases, further saving time and increasing productivity. 

Security automation vendors will “bake in” collaboration and social sharing into their platforms, as well as 

provide a way to export data so it can be used across myriad analytics and BI tools. 

 

Security vendors will also pursue creating comprehensive workflow libraries, in addition to template 

libraries, and make them easily available for instant deployment to their customers. This could occur via 

GitHub-style access. 

 

Security Automation Closes the Cybersecurity Skills Gap 

Security automation will enable more “non-security” professionals to enter cybersecurity. No-code 

security automation, with its prebuilt workflows and templates, will democratize cybersecurity as a 

profession, meaning it will eliminate technical barriers, and coding/development knowledge 

requirements, while enabling staff to deliver the most precise, reliable, and resilient cybersecurity posture 

possible. 
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Has Adoption of ‘Connected Devices’ Outpaced Security? 
By Scott Register, Vice President, Security Solutions, Keysight Technologies 

 

We’ve all seen the rush to deploy the new wave of connected devices but the speed at which these 

devices have been embraced may threaten fundamental security protocols. We love the convenience 

that ubiquitous connectivity brings us; our cars can reroute us based on traffic jams, we can adjust our 

lights or AC without leaving the couch, we can get up-to-the-minute blood glucose readings, and we can 

precisely monitor energy flow across a smart grid and optimize manufacturing with smart factory floors. 

Aided by technologies such as Bluetooth Low Energy, WiFi, and 5G, the pace of Internet of Things (IoT) 

deployment continues to accelerate. However, in a recent Forrester report, 69% of surveyed respondents 

estimate that at least half of all devices on their enterprise network or IoT are unmanaged, and 26% 

estimate that unmanaged devices outnumber managed devices on their network by three to one. 

Well, as with any new technology, there are going to be drawbacks. Among the most significant: our 

ability to build and deploy intelligent, connected devices has outpaced our understanding and practices 

of how to secure them.  We’ve seen large botnets take over farms of IoT devices and shut down large 

chunks of the Internet, a recent escalation in healthcare organizations hit by ransomware attacks 

impacting connected medical devices, and privacy breaches impacting everything from baby monitors to 

smart watches. 

 

Lessons for ‘Connected Device’ Security—Think Like an Attacker 

IoT devices really are special. For traditional IT devices, like Linux servers and Windows laptops, we 

have established best practices for security. It isn’t perfect, but in reality, if we keep the operating system 

and any endpoint security software up to date, we’ll eliminate the majority of system vulnerabilities. In 

fact, an analysis earlier in 2022 showed that flaws from 2017 and 2018 were still among the most 

commonly exploited today; a simple and free OS update would have blocked them. IoT devices, however, 
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are more often black boxes – we don’t know which version of what operating system they’re running, or 

which versions of what libraries, and even if we have that information, we can’t force an update; we 

typically have to wait for a patch from the manufacturer. There are no standards or real consistency for 

tracking security flaws across connected devices; the only way we can understand where the problems 

are is to test them ourselves. Then, armed with a better understanding of how IoT devices are impacting 

our attack surface, we can deploy targeted mitigation strategies to address the vulnerabilities we’ve 

discovered. 

This is, of course, good information to have and a good strategy to pursue. But how do we know that our 

defensive tools, the stack of network, cloud, email, and endpoint security tools that we array to keep both 

our traditional and nontraditional IT devices safe, are working? How do we know if an emerging threat is 

able to slip through our firewall, or run undetected on an endpoint, or make it through our email gateway 

to target an unsuspecting phishing victim? The same principle applies; we really need to test our 

defensive stacks, on a continuous basis, to make sure they’re optimized and tuned to catch the latest 

attacks that threat actors are deploying against us. This lets us, finally, go on the offensive and think like 

an attacker – we can test and probe our networks and devices ourselves, discovering vulnerabilities and 

attack paths ourselves, rather than waiting for a bad guy to do it. 

We can get ahead of hackers by discovering and closing gaps in detection and visibility before they can 

be used against us. 
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How to Stay GDPR Compliant While Sending Cold Emails 
Understand the limits of data consent when sending cold emails  

By Tim Green, Cybersecurity Specialist 

 

Cold emailing is an important marketing technique for any business that depends on reaching new, 

unknown prospects for growth.  

However, with both individuals and governments becoming significantly more concerned with the ethical 

use of personal data, running large and successful email campaigns isn’t as simple as it once was. 

Any company that uses email marketing in the European market must stay compliant with the General 

Data Protection Regulation, both to ensure a trustworthy relationship with their customers, and avoid the 

devastating legal consequences of GDPR violations. 

In this post, we’ll take a closer look at what GDPR means in the context of email marketing, and the steps 

that companies like yours must take to ensure cold email compliance. 

 

Firstly, What is GDPR? 

GDPR stands for General Data Protection Regulation, a piece of legislation passed by the EU in 2018. It 

was issued, in part, to address public concerns about the way companies use people’s personal 

information for digital marketing purposes, and protect the personal data of people living in EU member 

states. 

https://gdpr-info.eu/
https://gdpr-info.eu/
https://gdpr-info.eu/
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To ensure GDPR compliance, companies need to take a proactive approach to the way they handle and 

use people’s personal data, including peoples’ email addresses, names, location data, device IPs, and 

more. 

Though it may seem like the average consumer hands their data out with a fairly casual attitude, studies 

conducted a full 2 years after GDPR was rolled out show that a huge 41% of EU citizens “do not want to 

share any personal data with private companies, almost double the number compared to public bodies”. 

It’s also worth noting that if you’re found to be in violation of GDPR, you could incur a fine of up to €20 

million ($20.6 million) or 4% of your annual turnover, whichever happens to be greater. 

If you have any interaction with the European market that involves gathering personal data from EU 

citizens, then ensuring GDPR compliance is a non-negotiable must. 

With this in mind, let’s look at some of the practical steps you can apply to your cold email campaigns to 

keep them within GDPR’s stringent parameters. 

 

Review the Reasons Why You’re Targeting your Prospects 

One of the first things to look at when you’re reviewing your GDPR compliance is whether or not you 

have a clear, legitimate purpose for gathering the data you use in your cold email campaigns. 

According to GDPR, any personal data that you use needs to be strictly necessary for purpose. This 

means that if you’re gathering any data that goes past what’s adequate for the purposes of a cold email 

campaign, for example people’s home addresses, you’ll be in breach of the law. 

Just like the kinds of data you gather, you also need to have a good explanation in place for the people 

you gather data on.  

If the prospects you’re emailing have associations with a certain business niche with close ties to the 

product you’re selling, or have published social media posts that mark them as a member of your ideal 

audience, then you should be clean from a GDPR standpoint. If, however, you’re retaining personal data 

on prospects who aren’t relevant to your business, there’s a chance that you could be in violation of 

GDPR. 

For more support on checking that you’re compliant with the purpose limitations of GDPR, check out this 

detailed guide from the British Information Commissioner’s Office. 

 

Understand How You’re Gathering Data 

GDPR isn’t just concerned about the data that you’re storing, but also the methods you use for gathering 

it. To ensure total compliance, you need to be keeping thorough records of how you acquire your data, 

and ensuring that you’re sticking to ethical and legal methods. 

 

https://fra.europa.eu/en/news/2020/how-concerned-are-europeans-about-their-personal-data-online
https://fra.europa.eu/en/news/2020/how-concerned-are-europeans-about-their-personal-data-online
https://fra.europa.eu/en/news/2020/how-concerned-are-europeans-about-their-personal-data-online
https://www.cyberdefensemagazine.com/personal-data-breaches/
https://www.cyberdefensemagazine.com/personal-data-breaches/
https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/principles/purpose-limitation/
https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/principles/purpose-limitation/
https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/principles/purpose-limitation/
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Though many brands that carry out cold email campaigns will buy their data from aggregators to bolster 

the diversity and value of their opt-in lists, it’s still the company’s responsibility to ensure that those 

sources are using ethical and GDPR-compliant means to acquire names and email addresses. 

One of the more effective ways to ensure your personal data acquisition is both ethical and legal is to 

use quality agencies or prospecting platforms with data gathering features baked into their service. Many 

reputable prospecting platforms such as Outbase pride themselves on having stringent data gathering 

standards, and apply “a combination of powerful automation and manual checks to ensure data quality”. 

Though filtering your data through purpose-built platforms like this is a good start, remember that the 

responsibility to know and justify your methods of gathering data ultimately rests on your shoulders. Be 

sure to organize your records so that if any contact approaches you and asks how you acquired their 

email address, workplace, or any other data, you’ll be able to answer them in detail. 

 

Use Email Templates that Explain your Legitimate Interest 

According to GDPR, any company that stores and uses personal data must be able to demonstrate a 

legitimate interest, meaning a good reason to contact your prospects that makes sense in the context of 

your business. 

When you’re holding personal data in order to execute cold email campaigns, there are a number of 

reasons that can count as legitimate interest and keep you GDPR compliant, including: 

● You’re messaging people about a product or service that will help them fulfill their goals. 

● The contact is known to be growing their business, and the product or service you’re trying to 

market will help them do this. 

● You’ve contacted the prospect previously through your own professional network. 

● Your prospect has voiced a desire to expand into a business sector that’s relevant to your product 

or service. 

● The prospect has explicitly contacted you asking for more information about the relevant product 

or service. 

 

Whatever the justification, it’s important to keep your contacts informed to ensure all-around compliance 

with GDPR. To do this, build email copy templates that include a brief statement letting recipients know 

how their data has been processed, your legitimate reason why you’re processing it, and simple 

instructions letting people know how they can change or remove their stored data should they wish to. 

Covering all these points in disclaimer copy can be challenging if you have a fairly diverse audience, but 

after it’s applied to enough campaigns, you should have a decent arsenal of go-to templates appropriate 

for every relevant audience segment. 

 

 

https://blog.hubspot.com/insiders/how-to-build-an-opt-in-email-list
https://blog.hubspot.com/insiders/how-to-build-an-opt-in-email-list
https://outbase.com/blog/data-sourcing/
https://outbase.com/blog/data-sourcing/
https://outbase.com/blog/data-sourcing/
https://www.rainmakers.co/blog/sales-networking-tips/
https://www.rainmakers.co/blog/sales-networking-tips/
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Don’t Put Up Walls Between your Contacts and Unsubscribing 

As part of GDPR, the EU guarantees a “right to be forgotten” in regard to peoples’ personal data, and 

you need to do your part to uphold this when sending cold emails. 

Though in past years companies would often make subscribers jump through dozens of “are you sure?” 

hoops before finally removing their details from a database, these kinds of practices are now a sure-fire 

way to get fined under GDPR regulations. 

The best way to make sure you’re guaranteeing your contacts’ right to be forgotten is to use a prominent 

unsubscribe button as a universal element in all your cold email templates, and ensure that it will work 

with one touch for all your audience segments. 

Popular email marketing suites such as Mailchimp offer replicate template features which will make it 

easy to implement core elements for GDPR compliance (such as your unsubscribe button and legitimate 

interest copy) to a single starter template. Once all the right elements are in place, the template can be 

duplicated and edited according to the specifics of the campaign, ensuring that every new marketing 

initiative has basic compliance taken care of. 

 

Establish a Database Maintenance Regimen 

Last, but not least, GDPR stipulates that you can’t retain leads for a longer time than is necessary, and 

that you can’t maintain incorrect data on the contacts that are in your database. 

If you can’t remember the last time your CRM was checked for outdated data, then it’s time to schedule 

monthly or quarterly update sessions that will keep it clean and compliant. This should involve deleting 

any data from people who have unsubscribed, ensuring that source tags are both accurate and formatted 

in a standardized way, and updating the pipeline stage a contact is at. 

Seeing as you’re reading this guide, there’s a chance that some of these metrics may be head-scratchers 

for the people in charge of your database, or that your records might have a lack of consistency that 

makes them especially hard to navigate. To avoid these kinds of problems in the future, we strongly 

recommend that you establish and enforce a data standardization process. 

Data standardization processes are sets of rules and best practices that stipulate how data should be 

entered into a CRM, including mandatory fields such as the time a new contact was logged, their email 

address, data source, etc.  

When all your future data acquisition follows a data standardization process, maintaining your database 

in a way that’s both intuitive and GDPR-friendly will become much easier, and allow you to circumvent 

the hard work that comes with manual database maintenance. 

 

 

 

https://gdpr.eu/right-to-be-forgotten/
https://dataladder.com/data-standardization-guide-types-benefits-and-process/
https://dataladder.com/data-standardization-guide-types-benefits-and-process/
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Final Thoughts… 

GDPR compliance can feel like a headache at the best of times, but it’s essential to ensure the long-term 

success of your cold email marketing. As you navigate GDPR stipulations and fine-tune your email 

campaigns for transparency and legality, we hope these steps make your path towards total compliance 

that much easier. 
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How Zero Trust Enables More Effective Security 

Management 
Moving to Zero Trust Architecture as a standard 

By Jim Hietala, Vice President of Business Development and Security at The Open Group 

 

There’s a huge buzz around Zero Trust in the business world. Unlike traditional information security, Zero 

Trust is a security framework that trusts NO ONE. It requires all users - whether in or outside a company’s 

network - to be authenticated, authorized, and continuously verified before being allowed inside.  

Zero Trust promises reduced risk, improved productivity, enhanced business agility and a healthier 

bottom line. In fact, a recent study shows Zero Trust approaches resulted in 50% fewer breaches 

for businesses - along with IT savings of up to 40%.  

And organizations all over the globe are embracing it. Indeed, according to a 2022 Okta report, 97% of 

organizations have already implemented, or plan to implement, Zero Trust security this year - up from 

just 16% in 2019.  

It now seems every security vendor in every security market niche is savvy to the trend, and promising 

organizations that their products will deliver this in-demand, next-gen security architecture. However, 

much like exaggerated claims of ‘sustainability’, ‘Zero Trust’ should also be taken with a grain of salt. 

Organizations would do well to parse through the hype.  

 

 

 

https://www.opengroup.org/
https://www.microsoft.com/security/blog/2022/01/12/microsoft-zero-trust-solutions-deliver-92-percent-return-on-investment-says-new-forrester-study/
https://www.okta.com/blog/2022/08/state-of-zero-trust-report-2022-takeaways/
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Trends Driving the Move to ZTA  

The following factors are key in driving the trend for Zero Trust Architecture (ZTA): 

1. Cyber attackers have become increasingly more adept at penetrating networks then moving laterally 

once inside  

2. The traditional perimeter security model is becoming ineffective in evolving enterprise 

3. More and more businesses, clients and customers, are using the cloud and personal devices to access 

internal networks, which blurs the boundaries between insiders and outsiders. Nowadays, the user is the 

perimeter. 

 

How Does Zero Trust Architecture Work? 

Zero Trust Architecture (ZTA) assumes there’s no network edge - and that networks can be local, cloud-

based or a combination of both. It therefore requires a robust set of controls. ZTA delivers granular 

perimeters and micro-segmentation that limits attackers from moving around internal networks - and in 

doing so, reduces the ‘blast radius’ of an attack and myriad potential threat vectors.  

When a day doesn’t seem to go by without another news story of a high-profile cyberattack, ZTA is 

looking increasingly like a company’s first line of defence. (Just last month, Cisco reported they’d had 

their corporate network breached via an employee’s VPN - which, thanks to their security team, was 

contained in time.) 

 

ZTA also enhances an organization’s security by leveraging additional data to drive security decision 

making around risks, threats, security posture and identity attributes.  

 

What Changes with ZTA that Affects Information Security Management? 

Traditional Infosec Management approaches are network-focused and include ISO 27001/27002; CIS 

Top 20 Critical Security Controls, and O-ISM5 The Open Group. 

Meanwhile, ZTA is asset and data-centric, and has a greater focus on Authentication, with more security 

controls aimed at authentication, devices, apps, APIs, micro-segmentation - and the data itself (applying 

encryption, for example).  

With ZTA in place, there is also less need for bolt-on security systems, traditionally used to secure 

networks, while categories of security solutions - such as Network Access Control and IDS/IPS - must be 

either re-engineered to fit the new model or dropped altogether. There are also fewer point solution boxes 

to manage. 
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How will ZTA Impact on Information Security Managers’ Day-to-Day Roles? 

With ZTA in place, Infosec Management starts to look a little different. The Infosec Manager will need to 

manage more authentication factors, such as one-time passwords, IP addresses and biometrics. And 

with more possibilities for authentication, the Infosec Manager will also be required to focus more deeply 

on security policy decisions - determining who is using which device, for what, from where, and when?  

Managers will also have different controls to manage - micro-segmentation, complex authentication, and 

data security - and if currently using ISO 27001/ 27002 they will need to re-evaluate their selection of 

controls and opt for those weighted towards delivering on ZTA attributes. While life would be nice and 

simple if all applications were web-based and SSO-capable, Infosec Managers will also have the job of 

dealing with legacy applications. 

 

Zero Trust is on Track to Become a Global Standard 

Zero Trust security has been informally described as a ‘Standard’ for years. However, its status as 

a ‘Standard’ is currently in the process of being formalized.   

While many vendors create their own definitions of Zero Trust, there are a number of standards from 

recognized organizations that will help business leaders align their organizations to ZTA - such as NIST® 

800-207 and IETF®. 

At The Open Group, we are in the process of creating our own standard ZTA framework. We’ve created 

9 Commandments that provide a non-negotiable list of criteria for Zero Trust in any organization. This clear 

set of directives will allow our communities to build the most robust Zero Trust frameworks and solutions.  

Given the state of maturity across the Infosec industry, organizations moving to ZTA - to leverage its 

many potential benefits - will also need to make their way through a lot of vendor hype before settling on 

a solution. And with ZTA bringing changes to traditional Information Security Management, Infosec 

Managers will need to implement and manage a vast array of new controls. 

However, with more and more companies migrating to cloud-first systems - and cyber attackers becoming 

increasingly adept at penetrating networks - it is clear it is time for a new security model. And for many 

global businesses, ZTA has been a highly effective solution. 

 

 

 

 

 

 

https://pubs.opengroup.org/security/zero-trust-commandments/
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Industry Experts Share Their Security Predictions for 

2023 
Insights on the trends all businesses need to look out for 

By Multiple Authors 

 

 

It’s no surprise that security is a major topic of conversation, with cyberattacks of all kinds increasing in 

frequency year after year. In today’s threat environment, it’s important that businesses are on top of the 

trends and know what they need to look out for, both now and down the road. So, we’ve collected 

commentary from experts in the cybersecurity field sharing their predictions for 2023 on a broad range of 

topics, from ransomware to credential-based attacks, so your organization can stay informed in the year 

to come. 

 

 

Amit Shaked, CEO and Co-Founder, Laminar 

 

1. Data security professionals will be viewed as business accelerators rather than inhibitors. 
Data security has traditionally been seen as a roadblock for other areas of the organization such 
as IT and operations. Unfortunately, it’s the nature of the job. Data security involves having to 
make sure every digital asset is kept out of the hands of adversaries and is adhering to policy. 
With the increase in data proliferation, that has become increasingly more difficult to do. However, 
it is critical for data to be available in order for businesses to conduct day-to-day operations. Data 
security is a key component in making that happen and, when done correctly, is not a hindrance. 
Luckily, in 2022, more organizations began to understand the significance of data visibility and 

http://www.laminarsecurity.com/
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security, particularly in public cloud environments. As a result, they began to rely more and more 
on data security professionals and looked at them as business accelerators. I expect this 
sentiment to continue in 2023 as cloud data security technologies evolve to help make data 
security professionals’ lives easier and advance the business.   
 

2. The increase in unknown or “shadow” data will lead to more data leaks, risks for 
organizations. However, it will ultimately serve as a wake up call for CISOs to prioritize 
investments in data visibility and protection solutions.  There is a dark side to digital 
transformation fueled by the public cloud. Every day developers and data scientists create, move, 
modify and delete data in service of positive business outcomes. And they leave a trail of 
unintentional risk in their wake. The activities that create the biggest advantages for cloud-based 
businesses are the same activities that introduce the most risk. As sensitive data propagates 
across the public cloud, risk grows. This is the Innovation Attack Surface – a new kind of threat 
that most organizations unconsciously accept as the cost of doing business. Massive, 
decentralized, accidental risk creation by the smartest people in your business. This unknown or 
“shadow” data has become a problem for 82% of security practitioners. Examples of it include 
database copies in test environments, analytics pipelines, unlisted embedded databases, 
unmanaged backups, and more. Because of its unknown content, it is at extra risk for exposure. 
Security teams can expect to see more instances of shadow data breaches in 2023. However, 
even though breaches caused by shadow data are set to increase, security teams are becoming 
more and more aware of the situation and committing to solving the problem. The emerging public 
cloud data security market proves that this is slowly becoming a problem at the forefront of CISOs 
minds, and knowing you have a problem is the first step to solving it. In 2023, CISOs will prioritize 
finding agile solutions that provide both visibility and protection into all of their cloud data to 
discover and remediate data exposure risk.  
 

3. A new data security center of excellence will report to the CISO. All security must protect 
data, however not all security is focused on data. With data increasingly growing more important 
as a currency between businesses, as well as as a means of innovation, organizations are storing 
and sharing more of it than ever (and increasingly, in the cloud). The skills gap created by this will 
begin to be addressed in 2023 with the rise of a new data security center of excellence, reporting 
to the CISO. This center of excellence will bridge the gap between the CISO and the Chief Data 
Officer (CDO) to ensure an entity’s valuable data is secure. The data security center of excellence 
will have responsibility for the following four areas:  

 
1. Constantly maintaining visibility of all sensitive data 
2. Continuously protecting sensitive data 
3. Controlling who has access to sensitive data  
4. Ensuring that sensitive data adheres to the enterprise data security policy 

  

This center of excellence, along with more data-centric, defense-in-depth security strategies will 

augment the important data governance and data privacy work that the Chief Data Officer typically 

oversees. 

 

 

Raffael Marty, EVP and GM of Cybersecurity, ConnectWise 

 

"It can be hard to get a handle on the constantly evolving cybersecurity threat landscape, but over the 

last year, certain trends have made themselves clear—and we can expect to see these trends continue 

https://laminarsecurity.com/forms/state-of-public-cloud-data-security-report-2022/
http://www.connectwise.com/
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into 2023. The year began hopeful with several organizations reporting fewer ransomware incidents in 

the first half of 2022 compared to 2021. Instead of fewer ransomware incidents occurring though, it may 

be that we saw fewer reported due to the shift in tactics used by many ransomware operators from 

targeting enterprises and major multinationals to smaller organizations that may not have a robust threat 

defense practice and therefore are less likely to report incidents, and/or don’t get the same level of media 

coverage as larger organizations when attacks do occur. 

 

And—in a trend that's been rising for years and shows no signs of slowing—these attacks are increasingly 

identity-based, with business email compromise making up a significant proportion of breaches. 

  

Defending against these trends, we can expect to see governments and the private sector at large 

growing more serious about holistic and standardized defense approaches, such as following NIST 

guidelines. From a security product perspective, we have already started seeing a trend toward 

consolidation of solutions. Less point products, more automation with tightly integrated platforms and 

solutions. Efforts like Zero Trust Architectures and continuous validation and verification will be the name 

of the game in 2023 as MSPs and others get increasingly serious about the scale and intensity of the 

threat they're facing on a minute-by-minute basis.  

 

The statistics bear this out: 78% of business leaders say their organization is set to increase investment 

in cybersecurity in the next 12 months, according to research findings of the 2022 Vanson Bourne Report. 

Meanwhile, the SMB market is predicted to spend much more on cyber detection, response, and 

automation next year, according to the 2022 ConnectWise MSP Threat Report. 

 

Given the increased sophistication and motivation of attackers, the ever need for integrated cyber 

solutions, and constantly changing external drivers (technology changes, regulatory mandates, talent 

shortage, etc.), we expect to see the service business grow in popularity. SOC (and also NOC) services 

will help MSPs scale their businesses by eliminating repetitive and unprofitable tasks, so that the MSP 

can focus on high-value, high ROI activities. 

 

 

Steve Moore, Vice President, and Chief Security Strategist, Exabeam 

 

"The greatest observable trend to note as we move into 2023, is the increased use of credentials in 

cyberattacks, for both initial and persistent access. Currently, more than half of all attacks happen through 

stolen credentials. This number will increase for initial access, and go higher still for persistent access. 

 

Adversaries are experiencing continued success without using malware to gain access and sign-in. From 

there, they are able to use internal credentials and tools against the defender. 

  

Additionally, with geopolitical changes in the world, we will see an uptick in individual businesses falling 

victim to nation-state attacks. We can expect the lines to blur between espionage and criminal activity, 

as information and attack techniques are shared. Loyalists to certain nations will continue to offer 

cooperation to these international hacking efforts. 

  

https://www.connectwise.com/resources/smb-research-2022
https://nam02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.globenewswire.com%2Fnews-release%2F2022%2F04%2F12%2F2421079%2F0%2Fen%2FConnectWise-Releases-Results-of-2022-MSP-Threat-Report-Predicts-Continued-Financial-Losses-from-Ransomware-Attacks-on-MSP-Industry.html&data=05%7C01%7CRaffael.Marty%40ConnectWise.com%7C4253286f32214247c63708dadc7fae45%7Cf2ddb62f83354cc99886175b834e4bf3%7C0%7C0%7C638064738200597992%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=u0EJNsluP6ywOLOjm6ES3jmJXyCdDLjwyr13CfIduVc%3D&reserved=0
http://www.exabeam.com/
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As a result, I think we'll see more governments attempting to create publicly known offensive capabilities, 

in efforts to tear down criminal groups physically and technically.  These takedowns of criminal networks 

take great diplomacy; with both speed and patience and with active coordination of local and federal law 

enforcement." 

 

 

Neil Jones, Director of Cybersecurity Evangelism, Egnyte 

 

“For the first time in a long while, cybersecurity is being viewed as a strategic investment rather than a 

budgetary line-item. I anticipate this trend to accelerate in 2023. By following effective cybersecurity 

practices like the implementation of ongoing, company-wide cybersecurity training, maximizing endpoint 

security, and limiting access to data on a ‘business need to know’ basis, organizations can alleviate 

downtime and improve employee productivity. Over the long haul, cyberattack prevention is almost 

always less expensive than passively waiting for an attack to occur. At a time when businesses are 

managing expanding data volumes, cybersecurity must be an always-on company priority.” 

 

 

Aaron Sandeen, CEO and Co-Founder, CSW 

 

As organizations struggle to navigate an unsteady economy with increasing inflation, higher interest 

rates, and a potential recession, many are undergoing significant layoffs and hiring restrictions. 

Companies are substantially reducing expenses in an effort to survive the uncertainty, including IT and 

cybersecurity budgets, which will ultimately have an impact on the cybersecurity industry. 

  

As a result of the weak economy, organizations will lack the people and resources to maintain their 

cybersecurity defenses, which will provide bad actors an opening. With a wider range of attack vectors 

available in 2023, cyberthreats will advance in sophistication and harm. 

  

Alongside dwindling resources, there is a mass amount of increasing data, with experts expecting 94 

zettabytes of data worldwide by the end of the year. Making sense of the data you have is becoming 

more and more crucial at a time when enterprises must deal with a flood of sensitive data. Because of 

this, I believe the driving force behind cybersecurity initiatives in 2023 will be predictive intelligence 

coupled with actionable insights. Better cybersecurity is achieved by combining raw data with contextual 

threat intelligence that is updated continuously using automation, AI, and ML, as well as expert validation. 

 

  

Tim Prendergast, CEO, StrongDM 

 

“Looking into next year, I think we will see the security market continue to build toward practical 

applications of zero trust philosophies, as the industry gets its feet under itself in terms of figuring out 

how to talk with customers about what 'zero trust' means and how it is supposed to work. For their part, 

I think customers are reaching a tipping point of being very well-educated in this market, and I think that 

will cause established companies to reposition product portfolios into a focused 'zero trust' messaging 

platform, to address the customer opportunity. In 2023 the talk will continue around a pending recession, 

https://egnyte.com/
https://cybersecurityworks.com/
https://financesonline.com/how-much-data-is-created-every-day/
https://financesonline.com/how-much-data-is-created-every-day/
http://www.strongdm.com/
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but we remain hopeful that things will turn around by 2024. People will begin investing in startups again 

that are innovating in this space. We may see a lot of private equity or mergers and acquisition continue 

to drive the security space. There will be a definite shift in how people are looking at this chessboard. I 

want to offer simple advice for businesses in the new year, especially in a downturned economy. Be a 

good steward of the capital you have in front of you. I think many companies got into the habit - due to 

investors and plentiful cash at low-interest rates - of thinking that you can always get another round of 

funding. In a bear market, you realize that's not a possibility, so you must go back to the fundamentals of 

business. Be profitable, and focus on incrementally growing the business. Support the investments 

you’ve made and focus on optimizing your processes that can keep the pipeline busy without over-

complicating it all. For example, with free-flowing cash, a lot of people were like, 'Let's go, attack 25 

different markets!' Instead, focus on the core markets your business does really well. I think people were 

really getting a bit over their skis and trying to do too much at once. In 2023, the market will see 

businesses taking more of an iterative approach to building out the business, its markets and products. 

Every year is a good year to build on solid fundamentals, and 2023 will be a year for organizations to be 

smart, and not get over their skis. One of the biggest trends that will absolutely continue into 2023 is the 

decentralization of the traditional corporate headquarters. We have emerged from the pandemic into a 

new working reality which is that the best people live where they want to live. This has led businesses to 

the compromise of creating a place where they can work and be contributing to the company's goals but 

also, they can be happy and have a fulfilling personal life. I think that the cliche work-life balance that so 

many people have struggled with for so long has finally gotten to a place where it feels attainable with a 

decentralized workplace. No one wants a job where they occasionally get to have a life, too. I think that's 

a fair expectation. There are also other benefits to being decentralized, especially when you look at the 

distribution of people in city centers, traffic is horrible and it's not great for the environment. People being 

able to work from wherever they happen to be, but still have opportunities for occasional on-site or human 

interaction is the future. People want their time to be spent in meaningful ways, not just filling seats in the 

office between eight and 6 p.m. I don't think that's a reality. We have the technology to have productive 

conversations and get a lot of work done. In the end, I think that's better for the economy and the planet. 

It's why we've always been a remote-first business - because as a company that sells a SaaS solution, 

we don't need to physically be in the same location to build our product.” 

 

 

Surya Varanasi, CTO, StorCentric 

 

1.)   The ransomware threat will continue to grow and become increasingly aggressive – not just from a 

commercial standpoint, but from a nation-state warfare perspective as well. Verizon’s 2022 Data Breach 

Investigations Report, reminded us how this past year illustrated, “... how one key supply chain incident 

can lead to wide ranging consequences. Compromising the right partner is a force multiplier for threat 

actors. Unlike a financially motivated actor, nation-state threat actors may skip the breach altogether, and 

opt to simply keep the access to leverage at a later time.” For this reason, channel solutions providers 

and end users will prioritize data storage solutions that can deliver the most reliable, real-world proven 

protection and security. Features such as lockdown mode, file fingerprinting, asset serialization, metadata 

authentication, private blockchain and robust data verification algorithms, will transition from nice-to-have, 

to must-have, while immutability will become a ubiquitous data storage feature. Solutions that do not offer 

these attributes and more won’t come even close to making it onto any organization’s short-list. 

https://storcentric.com/
https://www.verizon.com/business/resources/reports/dbir/2022/summary-of-findings/
https://www.verizon.com/business/resources/reports/dbir/2022/summary-of-findings/
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2.)   Consumer attitudes towards online security and privacy will heighten. A key driver here will be that 

while enterprises getting hacked and hit by ransomware continue to make the headlines, cybercriminals 

have begun to hit not just enterprise businesses with deep pockets, but SMBs and individuals. SMBs and 

individuals/consumers are actually far more vulnerable to successful attacks as they do not have the 

level of protection that larger enterprises have the budgets to employ. As work from home (WFH) and 

work from anywhere (WFA) remain the paradigm for many across the data/analytics field, they will require 

data protection and security solutions that can also protect them wherever they are. 

  

In the coming year, The ideal cybercrime defense will be a layered defense that starts with a powerful 

password, and continues with Unbreakable Backup. As mentioned, backup has become today’s cyber 

criminals' first target via ransomware and other malware. An Unbreakable Backup solution however can 

provide users with two of the most difficult hurdles for cyber criminals to overcome – immutable snapshots 

and object locking. Immutable snapshots are by default, write-once read-many (WORM) but in the coming 

year, sophisticated yet easy to manage features like encryption where the encryption keys are located in 

an entirely different location than the data backup copy(ies) will become standard. And then to further 

fortify the backup and thwart would be criminals in the coming year we will see users leveraging object 

locking, so that data cannot be deleted or overwritten for a fixed time period, or even indefinitely. 

 

 

Brian Dunagan, Vice President of Engineering, Retrospect 

 

1.)   Freedom and flexibility will become the mantra of virtually every data management professional in 

the coming year. In particular, data management professionals will seek data mobility solutions that are 

cloud-enabled and support data migration, data replication and data synchronization across mixed 

environments including disk, tape and cloud to maximize ROI by eliminating data silos. We will likewise 

see an uptick in solutions that support vendor-agnostic file replication and synchronization, are easily 

deployed and managed on non-proprietary servers and can transfer millions of files simultaneously – 

protecting data in transit to/from the cloud with SSL encryption. 

 

2.)   Ransomware will remain a huge and relentlessly growing global threat, to high profile targets and to 

smaller SMBs and individuals as well. There are likely a few reasons for this continuing trend. Certainly, 

one is that today’s ransomware is attacking widely, rapidly, aggressively, and randomly – especially with 

ransomware as a service (RaaS) becoming increasingly prevalent, looking for any possible weakness in 

defense. The second is that SMBs do not typically have the technology or manpower budget as their 

enterprise counterparts. 

  

While a strong security defense is indispensable, we will see that next year security leaders will ensure 

additional measures are taken. Their next step will be enabling the ability to detect anomalies as early as 

possible in order to remediate affected resources. Large enterprises, SMBs and individuals alike will need 

a backup target that allows them to lock backups for a designated time period. Many of the major cloud 

providers now support object locking, also referred to as Write-Once-Read-Many (WORM) storage or 

immutable storage. Users will leverage the ability to mark objects as locked for a designated period of 

time, and in doing so prevent them from being deleted or altered by any user - internal or external. 

http://www.retrospect.com/
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Justin McCarthy, co-founder and CTO, StrongDM 

 

"In 2023 I believe we'll see rebellion against systems that aren't respectful with our time. Systems that 

generate ample noise and minimal signal. When it comes to the demands on our attention in 2023 and 

beyond, less is more. 

 

Security technology is one area that has been requiring too much of our attention and energy for too long. 

It's frustrating because there's so much friction where it isn't necessary. There's a better way but 

consumers of security technology will have to demand it and developers and engineers have to work on 

it. 

 

One small example: authentication. As we move into 2023 we'll look to WebAuthN, Passkeys, and other 

passwordless systems to improve the user experience and reduce the burden on IT teams. That's where 

we'll really start to feel the difference. And with this feeling will come elevated expectations that then get 

transferred to every other aspect of our IT systems and security environments. Hopefully, it will push us 

to ask why it can't be simplified?" 

 

 

Richard Bird, Chief Security Officer, Traceable 

 

1.) “In terms of trends we need to shine a light on, 2023 will be the year that the leaders in the majority 

of companies, organizations and agencies around the world wake up on any given morning and think, 

‘Whoa, I have a security problem!’ As we close out 2022, most enterprises either don’t realize the size of 

the risk they currently face with their unsecured and largely unmanaged API ecosystem or they are 

willfully ignoring the risks by believing that API gateways and web application firewalls are protecting 

them. We should be very happy that the current state and maturity of API security affords us the 

opportunity to get it right in 2023. API security is a greenfield within most companies and organizations 

today, which means we are in a moment where we can choose tools, processes and frameworks that will 

deliver huge improvements in security and risk mitigation. The alternative, if we don’t capitalize on this 

moment, is that in 2024 and beyond API security tactics and performance will be dictated and demanded 

of us by regulators and we will no longer have the flexibility and agility to meet these challenges without 

the overhead of compliance pressures.” 

 

2.) “2023 will be the break-out year for API security as a focus area for many of the Fortune 1000 

companies. The lack of control, security and governance around APIs isn’t just exposing companies to 

serious risks, but also to massive amounts of operational inefficiencies caused by APIs being developed 

and deployed independently across multiple devops teams. This means that there are huge numbers of 

“zombie” APIs, abandoned, but never removed from a company's systems. There are costly 

redundancies due to the inability for companies to enforce and inform DevSecOps on internal standards 

for API creation and deployment. Without visibility into the API ecosystem at a company, you can bet that 

money is being wasted on the creation of redundant APIs happening nearly every day. That redundancy 

comes at a cost, inefficiency isn’t free.” 

 

https://www.strongdm.com/
https://www.traceable.ai/
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3.) “In 2023, API security will drive realizations and revelations by enterprises that go beyond the threat 

and risks of APIs. API security is dependent on the discovery and collection of the APIs that a company 

is exposed to. Once organizations take that step, they quickly realize that the entire operational 

framework of their API management is problematic. There is very little in the form of standardization and 

governance for APIs in most companies, which means that there are huge amounts of inefficiency and 

costly redundancy across those same APIs. API security in 2023 will create a broader understanding of 

not only the risks a company is facing, but also the costly consequences of a broadly unmanaged function 

within their organizations.” 

 

4.) “The pathway to self-awareness and self-learning about API security starts with taking a simple step; 

exercising intellectual honesty. API security and operations isn’t something new. It is an extension of the 

best practices that have always been demanded in the digital world. If you believe you don’t have an API 

security problem because you don’t use a lot of APIs or because you leverage an API gateway or web 

application firewall, you’re not being intellectually honest. Every day, in highly publicized events, the 

attack surface and vulnerabilities of APIs is being clearly communicated to the market. Believing that 

APIs won’t be opportunistically exploited by bad actors just isn’t supported by data, evidence and the 

history of technological evolution. The time to learn and move on API security is now, not two years from 

now when the seriousness of the risk is fully understood.” 

 

 

Tyler Farrar, CISO, Exabeam 

 

Nation-state attacks/geo-political matters: 

 

“Nation-state actors will continue cyber operations in 2023; whether these attacks increase, decrease, or 

stay the same ultimately depends upon the strategic objectives of each campaign. Based on the current 

geopolitical climate, I think we can expect these cyberattacks to increase across the major players. For 

example, Russia’s failure in Ukraine exposed its weaknesses to the world, but its attacks are likely to 

continue against Ukraine, including operational disruption, cyber espionage, and disinformation 

campaigns. It would be unsurprising for the attacks to expand beyond Ukraine too, as Russia's leader 

attempts to prove Russia is not weak. Likewise, cyber espionage is a key tactic in China’s strategy for 

global influence and territorial supremacy, and I think we can expect these operations to increase, 

particularly across private sector companies. 

 

In 2023, state policies will directly influence cybercriminal and hacktivist communities to obfuscate 

sources and methods, increasingly blurring the lines between nation-states, cybercriminals, and 

hacktivists. Cybersecurity teams would be wise to remain flexible with respect to threat actor attribution.” 

 

Impact of economics on security: 

 

“The economic downturn, and in particular inflation, has - and will continue to have - a significant impact 

on security spend, likely forcing reductions and leveling impacts to organizations and to threat actor 

behavior. The key to defense for these organizations is doubling down on cyber talent and security tools. 

Meanwhile, security organizations should aim to consolidate legacy technology platforms, decreasing 

http://www.exabeam.com/
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redundant tooling, in addition to controlling cloud spend, to manage high operational costs and complex 

integrations. 

 

I think this is a good time to remind organizations that zero trust is simply a security framework, not a 

tool. It is not a ‘single solution,’ but rather a framework used to secure data in a modern digital enterprise. 

Zero trust is also not overhyped, despite some opinions to the contrary. It has become a critical step 

towards mitigating cyber risk, detecting malicious behavior, and responding to security incidents. By 

requiring users and devices to be authenticated, authorized, and continuously monitored for a ‘trusted’ 

security posture before access is granted, zero trust can contain threats and limit business impacts when 

a breach does occur.” 

 

 

Credential-based attacks and evolving threats: 

 

“We’ve seen the classic Cat and Mouse Game before: as credential-based attacks evolve, so too do 

cyber defenses. Threat actors will continue to leverage tried and true methods like social engineering, 

initial access brokers, and information stealer tools to carry out their objectives. Where multi-factor 

authentication stands in the way of compromising an account with stolen credentials, we can expect 

cyberthreat actors to implement new techniques to bypass this particular layer of defense. I think this will 

lead to an expansion of passwordless authentication solutions, to combat the attackers. 

 

We can also expect to see more malicious attacks, as anyone can play this game. A broader set of threat 

actors will join in to conduct cyber operations in 2023. They have financial motivation, government 

mandates to justify their cause, not to mention bragging rights that increasingly attract a younger group 

of threat actors.” 

 

 

Protecting brand as much as infrastructure: 

 

“During the past year, we witnessed several high-profile breaches, where organizations suffered severe 

brand damage. This resulted in a shift from data recovery to reputation management when faced with a 

ransom. I expect to see threat actors shift their strategies to exploit this fear through extortion vs. 

ransomware in the year ahead. 

 

Further, threat actors will continue to take advantage of weaknesses in the software supply chain, which 

will become the number one threat vector in 2023. Organizations should create a vendor risk 

management plan, thoroughly vet third-parties and require accountability, to remain vigilant and align to 

cybersecurity best practices. This is critical too, as cyber insurance claims have exploded. We can expect 

to see insurance companies lowering their risk appetite and reducing client coverage in 2023. If your 

organization is in the market for a policy, expect to pay a hefty premium, or face a rigorous review of the 

organization’s security posture, as insurance companies increase their due diligence to avoid liability.” 
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Arti Raman, CEO and Founder, Titaniam 

 

“In 2022, we saw a continuous flood of ransomware attacks, which spawned the increasing adoption of 

Ransomware as a Service (RaaS). The threat actors behind these attacks have honed their skills in 

ransom negotiations and extortion processes, creating a playbook they can use to go after nearly any 

organization. Because of this, the number of ransomware attacks we’ll see in 2023 will only continue to 

rise and move downstream.  

 

To combat these attacks, organizations in 2021 and 2022 heavily invested in prevention, detection and 

backup technology. However, in 2023 that may not be enough. As threat actors get more creative and 

innovative with their malicious attacks, data security professionals also need to embrace newer, more 

innovative and effective technologies to defend their systems.  

 

In fact, a recent report found that more than 99% of security professionals are searching for better data 

protection tools to protect themselves from ransomware and extortion. Similarly, 70% of participants in a 

different report indicated they experienced data theft at some point during the previous 12 months. Of 

those respondents, 98.6% believe a more modern data security solution could have prevented their data 

theft. 

 

While no prevention technology can guarantee 100% protection, new technology must focus on assumed 

breach concepts and providing more guardrails. By analyzing what made successful breaches 

successful, we as a cybersecurity community can take the first step toward a technological shift that will 

revolutionize how we fight back against ransomware.”   

 

Gal Helemski, CTO and Co-Founder, PlainID 

 

“In 2023, identity-first security will gain more focus and adoption. Already we see increasing growth in 

the identity space as the importance of identity as the new security perimeter is sinking in. Identity 

solutions would expand their support, especially in the cloud, and provide deeper levels of control. An 

essential part of that would be understanding Authorizations and the link between the identity world and 

the security of data and digital assets.  

 

Authorization manages and controls the identities' connection to digital assets (such as data). That is a 

fundamental part of identity-first security. It starts with the authenticated identity and continues with the 

controlled process of what that identity can access. Full implementation of identity-first security can’t be 

achieved without an advanced authorization solution that can address all required technology patterns of 

applications, APIs, microservices and data. 

 

I believe most security leaders are still focused on the perimeter of their digital enterprise, which needs 

to change. Identity-first security can’t end at the gate. Identities and their access should be verified and 

controlled on all levels, access points, network, applications, services, APIs, data and infrastructure.  

 

https://titaniam.io/
https://titaniam.io/state-of-data-exfiltration-and-extortion-2022/
https://titaniam.io/titaniams-2022-state-of-enterprise-tokenization-report
http://plainid.com/
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Already we are seeing that an increasing number of technologies and cloud vendors are offering the 

policy option in addition to the traditional entitlement and role-based method. This is a very positive step 

towards simplification of this challenging space. “ 

  

Jeff Sizemore, Chief Governance Officer, Egnyte 

 

“Secure data enclaves will drive infrastructure spending in 2023 as companies understand how to better 

manage their content amid increasing cyber threats. Much like a safe or vault, secure enclaves allow 

organizations to protect their highly sensitive data – such as intellectual property, Controlled Unclassified 

Information (CUI) and Personally Identifiable Information (PII) – in a controlled environment where 

authorized users can collaborate. In a world where not all data is created equal, I anticipate that we will 

see increased adoption of secure enclaves across business disciplines in the new year, enabling 

organizations to handle their sensitive content more effectively.” 

 

  

Prashanth Nanjundappa, VP of Product Development, Progress 

 

“As organizations look ahead to 2023, automation will be a priority in maximizing shifting left principles 

and maintaining high security standards. Building strong, secure products throughout the software 

development life cycle requires continuous security integration in the delivery pipeline. Silos between 

developer, business development and testing teams have historically created gaps in the feedback loops 

leading to a slower product rollout. However, with the increased adoption of DevSecOps principles for 

continuous testing and deployment, teams across all business units will begin to codify their shift left 

practices with automation and increase communication in an effort to reduce failure. We can expect to 

see how such automation will further accelerate the adoption of DevSecOps. Compliance automation 

tools will play a key role in strengthening security and compliance policies across applications and 

infrastructure.” 

 

 

Kathryn Kun, Director of Information Security, Forter 

 

"Every year we talk about how we see the sky is going to fall. This year, I want to talk about how we are 

going to help hold it up. Instead of predictions, I want to focus on what we hope to learn from and grow 

towards as an industry. 

 

I hope we can support a focus in engineering for the safety of people beyond our end users. I hope we 

can work towards a broader definition of security beyond controlling data and access, to ensuring that 

our choices keep the people represented by that data safe. All of our interconnections are not vulnerability 

to be avoided, but technical systems reflecting social and political reality, and that complexity is also 

strength and opportunity. 

 

I hope we can build processes for ourselves and our colleagues that will be a source of calm support in 

times of crisis and change. The security profession is well placed to handle complexity and help support 

our colleagues and our businesses through surprises. Turbulent waters are what all of our skills and 

https://www.egnyte.com/
http://www.progress.com/
http://www.progress.com/
http://www.forter.com/
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predictions and warnings are for, and our place is to ensure reliable performance within an ever-changing 

environment. 

 

I hope we can be a source of trusted advice to our colleagues across the business, and live up to the 

responsibility of bringing specialized technical knowledge into useful and usable reach for our wider 

teams. 

 

I hope we can make more tools more useful and visible to non-security audiences. We have learned and 

understand a lot about reliability and trust, and I want to scale those understandings and share them with 

decision makers from junior engineers to executives." 
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Lessons From the Uber Hack 
By Tomasz Kowalski, CEO and Co-Founder, Secfense 

 

For decades, cybersecurity experts have been warning us against weak or stolen passwords. Two-factor 

authentication (2FA) has always been pointed out as the solution to password problem. And for years 

now, many companies have been introducing more and more convenient 2FA methods, starting from 

SMS, moving through app-generated one-time codes (TOTP), and finishing with email push notifications. 

Unfortunately, many of the 2FA methods turned out to be vulnerable to the sophisticated attacks used by 

cybercriminals who successfully prey on our weak and vulnerable access points. Uber has recently found 

out about it painfully. So, what can we do to avoid attacks like the one that happened at Uber? 

September. New York. Traffic on the street. The Uber driver receives a series of push notifications on his 

phone. They all look legitimate, like the ones sent by Uber to drivers. Initially, our driver resists and does 

not authorize anything but more and more annoying pop-ups appear. He ignores it, he has to focus on 

the road and on doing his job. A few minutes later someone texts him via WhatsApp. An Uber IT 

specialist? Or at least that's what he says when asking for account access and authorization for 

notifications sent. Phew. The driver is starting to get annoyed. The green light comes on, and at the 

corner of the twenty-seventh next to the tenement house with metal stairs, he sees a girl waiting to be 

picked up by him. He confirms the annoying notification and forgets about the whole thing. 

The situation described above may not be exactly what has happened but according to what has been 

published by Uber, it may be very close to reality. As a result of Uber employee distraction and perfectly 

conducted social engineering Uber's network has been compromised. 
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Conclusions 

Every company, organization, or institution that cares about data security must move away from using 

weak and selectively used forms of user identification and switch to techniques that can successfully 

withstand phishing and social engineering attacks. 

- The weakness of the push-based 2FA is definitely that the user experience of receiving pop-up 

messages can make someone finally agree to them and finally click "allow" without giving much thought 

to what he or she is really accepting - says Tomasz Kowalski, CEO of Secfense, the company that 

developed the User Access Security Broker, technology that allows for the quick and no-code 

implementation of FIDO2 authentication on any application. 

FIDO2 authentication is an open authentication standard developed by FIDO Alliance and is known to 

be the only authentication method that is truly resistant to phishing and social engineering. 

 - Of course, push notifications are better than nothing. Even old-school SMS protection is better than 

“just” passwords - Tomasz adds. - However, organizations need to ask themselves if they want to get 

slightly better protection than passwords or will they rather walk away from passwords and replace them 

globally with FIDO2. With the FIDO2 standard available to anyone organizations do not need to use half-

measures but instead, reach for something that can allow them to forget about the “password problem” 

once and for all. 

 

The Layered, Onion Approach 

The best approach to building security in a company is building it on the so-called onion model, that is in 

layers. There is no technology, producer, or integrator in the world that will be able to protect against all 

possible threats. 

 

However, data security performance can be maximized by following the guidelines of the zero-trust 

security model and by using multi-factor authentication (MFA) on all applications and access points in 

the organization. What’s important - the MFA must be based on FIDO2, a modern authentication standard 

that uses face or fingerprint biometric recognition to log in. 

 

FIDO2, the safest way to log in to the future 

And why FIDO2? Because it is a real revolution in terms of authentication and online security. This open 

standard - thanks to which every service on the Internet can be secured with the use of cryptography - is 

fully resistant to phishing and theft of logins and passwords. 

FIDO2 allows you to use cryptographic keys but also devices that we always have with us, such as 

laptops with a built-in camera with Windows Hello in place or smartphones with face recognition or a 

fingerprint reader. 
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Untapped security potential 

So, with FIDO2 - an open authentication standard - that’s supposed to be open and accessible to anyone, 

is there still a problem? Why are all companies not yet phishing-proof? Why is social engineering still the 

case? 

Implementation is still the biggest problem. MFA implementation is complex, burdensome, and 

expensive. Moreover, if a company has hundreds of applications in its organization, mass implementation 

of all applications is practically impossible. Effect? One of the best authentication methods, the FIDO2 

standard - although designed in April 2018 - is still an addition, not a universal way of securing your 

identity on the Internet after more than four years. 

- We hope that thanks to Secfense, we will be able to change this situation. Our goal was and is to open 

the path to the mass use of MFA in business and to use the strongest FIDO2 standard for this purpose - 

says Tomasz Kowalski. 

An important advantage of the Secfense broker - also strongly noticed at the Authenticate 2022 

conference, held in October in Seattle, is that it enables the introduction of FIDO2-based MFA without 

the cost of hiring developers, without the cost of purchasing dongles and without any impact on the 

smoothness of operations. 

The sooner the companies will introduce FIDO2 authentication globally the sooner the world will be able 

to move away from passwords. It is possible to eradicate passwords and phishing-based attacks once 

and for all. It will take time but it is possible. At Secfense we believe that the user access security broker 

approach to the adoption of strong authentication methods can play a big role in this transition. 
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Military Encryption Challenges 
By Milica D. Djekic, Independent Researcher, Subotica, the Republic of Serbia 

   

 

Abstract:  

Army cryptology is a very complex area as it includes cryptography and cryptanalysis. Cryptography is a 

practice of transforming plaintext into ciphertext, while cryptanalysis means decryption of communication 

or data. Purpose of this effort is to provide summarized insight into all known cryptographic techniques 

which are used in defense industry, as well as military doctrine. Also, this article suggests some new 

approaches in link and combined encryption. Point of this paper is to provide a deep overview into end-

to-end, link and combined crypto-systems as they are fundamental building blocks in modern army 

landscape. In other words, it will be illustrated how proposed methodology works, as well as why it is 

significant to make a good synergy between device data storage and communication information 

exchange. Experience shows static neutralizer could play a crucial role in rejecting access to some 

communication channel. In such a sense, it’s important to understand that link encryption and combined 

cryptography might be leveraged with those cutting-edge ideas. Results being provided in this effort will 

demonstrate a need for more researches, which can find their place into a concrete defense project. At 

this stage, some introductory findings are offered and the other engineers, researchers and scientists 

could recognize this effort as a useful starting point into something more comprehensive and impactful. 

Presented work is not only a helpful overview, but more likely an authentic root to further explorations.  

For engineering, it’s necessary to cope with ingenious methods, which can give unique roads to practice 

and experience. In total, sets of similar findings could define a novel tendency in military information 

security field.    
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Introduction 

Hacking attack vector surface has overwhelmed modern information-communication systems causing 

risk to people, businesses and critical infrastructure. Ongoing cyber landscape faces up certain skill 

shortage as there are yet too many challenges that should be overcome. Defense industry is constantly 

several decades ahead from civilian community as it can be comparable with space research programs 

which cope with cutting-edge solutions. Even military community of today is not fully protected from 

ongoing threats as it deals with products of 4th industrial revolution. Modern tendencies across the globe 

are to make smart technology and such a trend is even present with army industry. It’s well-known that 

military assets will apply some level of protection to their communication, information exchange and 

storage systems and in such a sense it’s possible to talk about highly sophisticated cryptographic projects 

which can provide some degree of assurance to those critical data managements. Cryptology is a practice 

that can be distinguished into two branches being cryptography and cryptanalysis. Both areas are more 

than needed for security of military systems. Cyber technologies include computers, internet and mobile 

advancements which are very vulnerable to cyber attacks. Current hacking tools need IP address in order 

to make breach and take control over those innovations. Also, cyber attacks are not only threat to 

network’s devices, but mostly to communication channels which need quite strong end-to-end, as well 

as link encryption. That military doctrine is already well-developed as there was always need to protect 

exchanged findings. Beginnings of first cryptographic tools go back to ancient times and usage of 

encryption with Spartan warriors. True breakthrough of encryption which is known nowadays started with 

World War 2 bringing with so real explosion of digital technologies. That was time of 3rd industrial 

revolution and even today industry 4.0. relies on such discoveries as modern technologies are just 

transformation of what was made before.  

Imperative of progress is to offer something new and better in regards to pervious approaches. Current 

industrial boom gains huge popularity as it transfers communication and object’s experience to web 

environment providing pretty cost-effective solutions which can be assumed as advantage in comparation 

with what was used before. Such a demand is put in front of ongoing army community as solutions in 

defense industry must be functional, as well as inexpensive. Similar requirement is engaged with entire 

engineering landscape as even civilians will reject something being less convenient to them. World is 

becoming consumer society and if majority is not happy they will seek change. Change can be positive, 

negative and neutral and only positive changes can guarantee progress and prosperity. In other words, 

once it was approached some project all its pluses and minuses must be reviewed in order to explain to 

such decision makers approve budgeting to those needs. Engineering always looks for optimal choice 

as it must satisfy both – technological and economical requirements. Similar case is with defense industry 

as tax payers worldwide will not be willing to support something extremely pricing no matter how 

sophisticated that solution is. It appears both – civilian and defense industries cope with more or less 

similar challenges. For instance, army members mostly apply satellite communication in their everyday 

routine, but such a technological service is very expensive and for that reason there is appeal to shift on 

something cheaper as cordless web connection is. Main concern with such an internet communication is 

its range and coverage which means only one factor is met which is cost-effectiveness, while functionality 
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is still unresolved. In order to tackle wireless internet operability it’s needed to accept high-scale power 

supply which will transfer messages over long distances. Many competitive military organizations use 

radio waves to transmit signal and that works, but obvious challenge is such a communication must be 

with strong security as exchanged data could be very sensitive putting under risk army cells on battlefield. 

Communication departments with military sector cope with data transmission equipment, as well as some 

storage capacities. In essence, information must be sent, received and saved somewhere. Many army 

organizations rely on could-based systems which can offer them chance to reliably manage data. 

Practically, everything happening with military communication is done in cyberspace. Majority of those 

contributions are linked with information-communication technologies and anything occurring there 

leaves trace in high-tech environment. Current tendency is digitalization and analog systems are manly 

replaced with digital ones. On the other hand, nature is mostly analog, so inputs and outputs of digital 

architecture must apply analog-to-digital and digital-to-analog converters, respectively. Those solutions 

are widely available on marketplace and either it is dealt with civilian engineering or defense industry 

getting parts for projects is quite simple. In other words, it’s needed to take advantage over suppliers of 

semi-final and final products and just embed them into final solution. It might seem that it’s about 

assembly industry, but even large-scale companies count on their contractors which have signed 

partnership agreements with them. Apparently, R&D looks for creativity and fresh ideas, while production 

and ending design can obtain what they aim simply doing some sort of compliance. R&D engineers in 

both – civilian and military sectors are such an ingenious as they might give something coping with 

international progress. Research community is capable of making positive changes, but in case to need 

such an outcome it’s necessary to invest into that workforce. Some statistics suggest that it’s needed to 

make skill and knowledge transfer to young professionals up to ten years as such a best practice can 

provide workforce which will return those investments being in position to demonstrate true skill and 

expertise once they have learnt how to resolve some practical project. Engineering is journey which 

requires life-long learning and those staffing are people which never stop thinking.     

Cyber defense is strategic matter and it covers all possible roads of protecting critical assets. Military 

communities mainly use cyber technologies to maintain findings exchange within air, water and land 

defense systems. For example, in civilian fashion it is feasible to manage communication between 

aircrafts and ground control, but it is significant to pay attention on safety and security of air traffic 

transportation systems. On the other hand, current technological breakthrough suggests mass 

application of web connectivity within air, water and land infrastructure. In other words, that means any 

device within network has assigned IP address which makes it vulnerable to hacking operations. Main 

imperative in such a case is to develop army solutions primarily taking into consideration cyber security 

demands at initialization of any defense industry project. Role of R&D team is to deeply investigate all 

potential threats to project and as control engineering has become ultimate goal to any industrial effort 

it’s clear why well-designed control system is from such an importance. Control systems include controller 

and plant which can be in feedback using ongoing sensor grids. Purpose of controller is to receive input 

variable and send command signal to plant. Further, controller operates according to some control 

algorithm and it can usually be some computing unit. That means it is well-capable to work with data and 

instruction as it has its processing capacity. Industry mostly uses programmable logic controllers and 

embedded solutions in order to govern some object or process. Both controllers are digital and able to 

convert signal relying on analog-to-digital and digital-to-analog transformation. Typically, code 

developers need to make computer program on PCs and lately transfer it to those two sorts of controllers. 
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In addition, plant is part of control system which receives command signal, copes with some disturbance 

which can be mitigated or compensated and as outcome it gives output signal which can be measured 

using sensing network that returns such data via feedback branch at input of overall control system. Goal 

of this contribution is to collaterally make parallel between digital technologies being applied in high-tech 

security, as well as control theory as binary algebra is under strong focus of research communities. To 

recent experience, there are yet characteristics of binary systems which need deep approach to their 

exploration as they can offer results going beyond known frontiers. 

 

Related work  

Ongoing research has started in 2013 with a definition of the ESIS encryption rule [15] which is brand-

new and multi-level cryptographic law being applied in crypto-systems that do not need any kind of key 

management techniques. Maybe in the past that would be assumed as a perfect secrecy many 

cryptographers looked for, but at this modern time it’s just a strong encryption algorithm that opened a 

completely novel approach to binary systems as it has become clear binary algebra is a branch of 

mathematics offering nearly limitless opportunities even nowadays. In other words, scientists, 

researchers and engineers need to dig deep in order to understand all characteristics of binary systems 

and consequently fully apply them. Further, such an investigation has introduced a plenty of new cutting-

edge projects such as static neutralizer [17] which is strongly correlated with endpoint and data protection, 

as well as deep insight into singularity of that mathematical theory. Main contribution of this effort is an 

explanation of link cryptographic system design from both – theoretical and practical point of view. As 

link encryption is a challenge to a wide spectrum of defense industries across the globe the idea is to 

encourage army researchers and developers to tackle such an engineering problem being from national 

significance to every armed forces. Also, there is proposed how to make an innovative cryptographic 

channel taking advantage over static absorber mathematical model in creating a neutralizing shield to 

core signal either being plaintext or ciphertext depending if it is dealt with pure link or combined 

encryption, respectively. From a developer’s perspective, it’s needed to know that link cryptography uses 

a diagonal square matrix which external elements are protection shield to any cryptanalysis attack 

sending a step function in order to obtain some step response, while central element is only a signal 

carrier that can be open or encrypted depending on a sort of that cryptosystem, so far.  

Cryptanalysis is an important practice in cryptology which in modern times serves to do some readings 

of certain communication channel in order to figure out which content is delivered via such an information 

exchange platform. On the other hand, application of 3x3 diagonal square matrix in developing 

communication track can provide many options in playing with cryptographic algorithms, but in this case 

it is suggested to cope with dot static absorber’s rule that in sense of programming can be defined through 

some coding functions which role is to give adequate response to any external high-tech attack. 

Apparently, if a set of 1s is sent to some communication in order to get some streaming from such a data 

transfer system it’s obvious that excitation will vanish in such a singular point not sending back any 

feedback information to attacker. Indeed, it’s truly like a black hole which can trap anything even a light 

itself into such a horizon leaving only darkness behind itself as its gravitational field is too strong to let 

anything escape from so. Current technologies such as artificial intelligence (AI) and machine learning 

(ML) could in such a fashion serve for a plenty of usages of those techniques in designing next generation 
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cryptosystems as such sophisticated technologies are the future of upcoming engineering. Those 

projects must be pushed through deep preparation and research before some team of engineers begins 

to work hard on their development. As AI and ML are beyond a scope of this effort it’s clear there will be 

no suggestions in such a sense as this paper will only provide some so necessary mathematical 

modelling which just can help to engineering working groups to better understand cryptology and in that 

manner give their full effort to those technical projects. As it is suggested major accent of this report will 

be put on some best practices in link encryption, but main novelty of this research is neutralizing link 

cryptography which through careful software design can significantly protect such an information 

transmission. From that point of view, programming languages and other cutting-edge tools are only 

resources in obtaining such a mathematically defined task that can be resolved only via long-term 

commitment, so far. In other words, this new access can impact many areas of industry such as defense, 

cyber and space industry that are always pioneering fields of progress anywhere over the world.  

    

End-to-end cryptography   

Practically, there are three main encryption techniques being applied in military cryptography. Those are 

end-to-end (E2E), link and combined encryption which will be illustrated and modeled through this effort 

with an intention to make good research preparations for next phases of production cycle. E2E encryption 

assumes some transformation of binary data using some mathematical rule either making shift of bits 

which is called cryptographic key or getting encrypted output simply applying logic functions when in such 

a case for a unique set of inputs is provided a unique set of outputs in any instance of cryptography [15]. 

The graphical illustration of given in Figure 1 as follows.  

 

 

Figure 1 – E2E encryption communication  

 



 

Cyber Defense eMagazine – January 2023 Edition                                                                                                                                                                                                       108 

Copyright © 2023, Cyber Defense Magazine. All rights reserved worldwide.                   

 

As illustrated in Figure 1 there is a two-way communication between two workstations where both users 

have some cryptographic software with their devices encrypting and decrypting data with such an asset 

and talking with each one via unprotected communication line. As that open communication is not 

secured some skillful cryptanalyst can so some streaming of that information exchange trying to decrypt 

once collected findings. Also, there is some risk about endpoint security as if there is no active cyber 

defense any equipped hacker can make a breach into such an object just stealing plaintext data before 

they are transformed into ciphertext. In other words, there is no an absolute security as everything is 

about the best practice in threat management. Above all, if an idea on static absorber [17] finds its place 

in practice it’s possible to think about better endpoint security which means more active defense and 

higher level of automation in coming days.  

 

Link encryption  

Link cryptography is attribute of competitive defense industries as it’s quite trickery to develop and deploy 

such an encryption system. In that case, users in network can communicate through encrypted 

communication line sending to one another plaintext data. From a perspective of cryptanalysis, it means 

such an opponent might deal with some difficulties to catch such data, while being in transfer. On the 

other hand, overall challenge of endpoint security is still unresolved. The graphical representation of such 

a grid is provided in Figure 2 as follows.  

 

 

Figure 2 – Link encryption system 

 

The most challenging thing in link cryptosystem design is how to make a protection shield around 

transferred plaintext data. In such a case, it’s needed to understand some mathematics, as well as cope 

with great programming skill. Point in such a fashion is to figure out how matrix theory works, as well as 

get how such mathematics can contribute to any developer’s language. In other words, it’s necessary to 
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apply some diagonal square matrix which external elements could serve as a protection shield where 

such core element can be used to transfer plaintext data. Mathematical modelling in such a manner will 

be considered in this paper in order to explain to engineering teams how to solve such a technical task. 

The mathematical model is as follows. 

 

1 1 1

1 1

1 1 1

A B C

D S E

F G H

 
 
 
  

                                                       (1)  

 

The equation (1) is a typical example of link encryption demonstrating how a shield protection should 

look like. In such a formula, it’s needed to define all internal and external elements as follows: 

 

1 1 1 1 1 1 1 1, , , , , , ,A B C D E F G H  are external elements of the matrix which serve to carry on protection shield, 

while S  is a core member of the matrix which role is to transfer in case of link encryption some plaintext 

signal.  

On the other hand, there will be considered some mathematical model of absorbing link encryption which 

strongly relies on findings from the article [17]. The mathematical description is as follows: 

 

1A A A=                                                      (2) 

 

where such an external member of the matrix is put through 2-bit binary algebra function using AND logic 

gate to produce 0 in any case. 

 

1B B B=                                                      (3) 

 

where such an external member of the matrix is put through 2-bit binary algebra function using AND logic 

gate to produce 0 in any case. 

 

1C C C=                                                     (4)   
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where such an external member of the matrix is put through 2-bit binary algebra function using AND logic 

gate to produce 0 in any case. 

       

1D D D=                                                   (5) 

 

where such an external member of the matrix is put through 2-bit binary algebra function using AND logic 

gate to produce 0 in any case. 

 

1E E E=                                                  (6) 

 

where such an external member of the matrix is put through 2-bit binary algebra function using AND logic 

gate to produce 0 in any case. 

 

 
1F F F=                                                   (7) 

 

where such an external member of the matrix is put through 2-bit binary algebra function using AND logic 

gate to produce 0 in any case. 

 

1G G G=                                                    (8) 

 

where such an external member of the matrix is put through 2-bit binary algebra function using AND logic 

gate to produce 0 in any case. 

 

1H H H=                                                  (9) 

 

where such an external member of the matrix is put through 2-bit binary algebra function using AND logic 

gate to produce 0 in any case. 
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intS pla ext=                                              (10) 

 

where such a core element of the matrix is applied to transmit some plaintext information.  

 

Indeed, it’s obvious that such a simple mathematical model which can be coded is proposed through this 

effort. Similar approach can be used in combined encryption so far where the core signal would be some 

encrypted content serving in secret data exchange. From a programming point of view, it’s logical that 

some clever coders can cope with such a mathematical modelling in order to conduct such a serious 

defense engineering project.  

 

Combined crypto-system   

Combined cryptography is a good mix of E2E and link encryption which takes advantages of both military 

encryption cases. In other words, it’s more like a link encryption mathematical model where a core 

element of the diagonal square matrix is a ciphertext instead of the plaintext. The graphical illustration of 

such a communication is given in Figure 3 as follows. 

 

 

Figure 3 – Combined encryption grid  

 

Presently, combined encryption has some weaknesses as if not applied active high-tech security there 

could be some issues with the endpoint assurance. For such a reason, it’s needed to work hard on some 
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sorts of cyber breach prevention solutions [15, 17] which can offer a chance to deal with a quite high level 

of security. Certainly, that might remain as an engineering challenge for tomorrow.  

 

Discussions 

Once conducted fundamental researches in binary systems have provided some engaging findings and 

it’s obvious that area of science and technology must be completely overused. Time of intelligent digital 

technology transformations have come and main fact with so is the future epochs will generate more and 

more opportunities to everyone. Presented cryptography cases are such a common in defense industry 

and via this effort it is suggested how to schedule some kind of the novel military projects getting their 

applications with armed forces communication departments, so far. 

  

Conclusion  

It seems cryptography is inseparable part of any message exchange and it is vitally dependable on 

communication sectors in defense. The proposals being introduced in this article can serve with army 

industry offering some starting point for the coming research and development, so far.   
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Our Nation Needs Comprehensive AI Legislation, And 

Soon 
By Dr. Allen Badeau, Chief Technology Officer, Empower AI 

 

The White House recently launched an "AI Bill of Rights" framework to lay the groundwork for the future 

creation and use of Artificial Intelligence (AI).   

While this framework includes concrete steps for agencies looking to implement AI, it's only the latest 

initiative in a long line of guidelines aimed at outlining the development and implementation of 

government AI.   

Earlier this year, the Department of Energy released an "AI Risk Management Playbook" with 

recommendations to follow through the AI lifespan. In November 2021, the Department of Defense 

released "Responsible AI Guidelines," providing stakeholders and companies a framework to ensure that 

the AI lifecycle is met with fairness, accountability, and transparency.  

These various initiatives are evidence of AI's rapid growth and adoption in the federal sphere. Yet, they 

all need more enforceable legislative power to make government-wide AI a reality.   

New legislation should streamline the AI development process, creating cohesive and measurable 

benchmarks for agencies at the beginning stages of their AI journey.  

 

AI is a Siloed Technology    

Due to the restricted nature surrounding government access to users and data, agency networks often 

operate in silos. Unfortunately, this is the same with AI, and the lack of standardized and regulated AI 

legislation further exacerbates the problem.   

https://www.whitehouse.gov/ostp/ai-bill-of-rights/
https://www.energy.gov/ai/articles/us-department-energy-announces-release-artificial-intelligence-risk-management-playbook
https://www.defense.gov/News/News-Stories/Article/Article/2847598/defense-innovation-unit-publishes-responsible-ai-guidelines/
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AI, by its nature, lends itself to breaking down data silos, as it streamlines data governance and assists 

with expediting the approval process for agencies sharing data. Still, the lack of fundamental legislation 

leads to separate AI requirements for each agency and makes cross-agency collaboration more difficult.   

For example, the Department of Energy may require a level of AI transparency that the Department of 

Homeland Security's AI cannot provide, making collaborating on a project difficult and creating silos of 

information that cannot be shared between the two agencies. Additionally, the network in which one AI 

system operates may look completely different from the other, making it even more challenging to share 

information.   

Actionable legislation will help solve this issue. By enforcing government-wide AI regulations and 

recommendations, agencies can work within each other's standardized AI networks with confidence that 

their guidelines are being met, breaking down the data silos created by different frameworks.   

However, standardized legislation may be more easily said than done.  

 

A World of AI Regulation   

No single framework or legislation can fulfill the mission requirements of all agencies, as AI is often 

mission-oriented.   

Take one critical aspect of AI, ethics, as an example. The AI Bill of Rights does feature guidelines on 

mitigating discrimination in AI. However, agencies have different ethical considerations and risks to 

consider. For instance, while the Department of Defense (DoD) must deal with life-and death-decisions 

for warfighters overseas, the Department of Education must look at student application bias or curriculum 

prejudice.   

However, this doesn't mean AI legislation can ignore the issue of ethics. Instead, comprehensive 

legislation should showcase and clarify the plurality of AI by requiring each agency create a framework 

explicitly designed for their goals while still meeting baseline government-wide criteria.   

Incorporating language requiring developers consider the general challenges most AI solutions must 

address – such as bias, user safety, and implementation – while allowing a level of flexibility within the 

details can account for specific agency missions.   

For example, while both DoD and the Department of Education have different ethical considerations, 

guidelines such as "AI must only be used to support the safety and development of U.S. residents and 

citizens" apply to both agencies. Furthermore, requiring detailed guidelines be approved by the legislative 

branch ensures that each framework is viable and in line with these basic considerations.   

NIST has already laid the groundwork for this process by outlining several considerations in its AI Risk 

Management Framework, listing the characteristics of trustworthy systems as "valid and reliable, safe, 

fair and bias is managed, secure and resilient, accountable and transparent, explainable and 

interpretable, and privacy-enhanced." By adding a legal aspect to this list and elaborating on additional 

considerations, the government can create a foundation for AI legislation.   

https://www.nist.gov/itl/ai-risk-management-framework
https://www.nist.gov/itl/ai-risk-management-framework
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Artificial intelligence has become increasingly important to government missions within the past couple 

of years. It can be a powerful tool, expediting decision-making, monitoring and predicting insider threats, 

aiding in cybersecurity compliance, automating repetitive tasks, assisting with onboarding and 

offboarding, and more. 

However, despite various agency frameworks, legislation is necessary to break free of the data and AI 

silos in the current government and allow AI to reach its full potential. It will also help level the playing 

field for the government's industry technology partners and reinvigorate innovation to ensure America 

remains a leader in the ever-evolving world of AI.   
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Securing Collaboration at the Speed of Business 
By Ofer Klein, CEO and Co-Founder, Reco 

 

Recent research found that 96% of business leaders believe that effective communication is key to a 
productive remote or hybrid work. And Slack claims that using collaboration tools can increase your 
productivity by 30%. All of these tools offer vast benefits – it’s easy to see why they’re so appealing to 
businesses. They make collaboration faster and easier – which is a leading goal for almost any 
organization.   
  
However, they also introduce new security and compliance risks. Organizations must find a balance 
between speed, productivity and security when it comes to collaboration. Doing nothing isn’t an option. 
The hack of Uber’s Slack channel is just one recent example that underscores the importance of 
collaboration security.  
  
However, legacy security tools, such as DLP, were built to control and, in some cases, prevent 
communication. That won’t suffice for today’s modern business. You can’t stop business communication 
and still collaborate effectively. Fortunately, there are new approaches to collaboration security that mean 
you don’t have to choose. Dynamically classifying sensitive information across collaboration tools and 
understanding what actions are justified, are key to effective collaboration security.  
 

  
Understanding the security needs of collaboration tools   
  
The commonality with collaboration tools is that they run on data – you’re sharing information, documents 
and data – some of which is sensitive and subject to certain compliance regulations.  
  
These platforms were built to allow users to share information seamlessly, putting collaboration first. 
Users share documents with each other without thinking about how sensitive the information in some of 
those documents might be. There’s a risk that an unauthorized party could get in and access these 
documents and that information. It's easy to share information through collaboration tools in an unsafe 
manner – for instance, with a link open publicly or data still shared with a third party that you don't work 
with anymore.  

https://www.soocial.com/workplace-communication-statistics/
https://slack.com/blog/collaboration/increase-productivity-by-30
https://slack.com/blog/collaboration/increase-productivity-by-30
https://www.theverge.com/2022/9/16/23356213/uber-hack-teen-slack-google-cloud-credentials-powershell
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Last summer, hackers breached Electronic Arts (EA), a digital interactive entertainment company, using 
collaboration technology as a gateway to gain access and passwords. Insider activity is also a 
concern,  as we saw in the case of the Google executive charged with stealing trade secrets.  
  
In fact, 82% of data breaches involved a human element, according to Verizon’s 2022 Data Breach 
Investigations Report. The latest data security breaches highlight both the insecurity of collaboration tools 
and the human element behind these incidents. Compounding this situation further is the fact that most 
organizations are still grappling with a significant security skills gap; they’re understaffed and the staff 
they do have is often undertrained.  
 
  
Staying secure while promoting seamless collaboration  
  
For some older, more legacy companies, it’s tempting to avoid such risk by restricting or even blocking 
the use of these collaboration tools – but they do so at the cost of limiting business. They might be a little 
more secure, but they’re creating friction, hampering communication and slowing the company down. In 
today’s competitive landscape, slower isn’t an option. It’s also not a panacea; employees will find ways 
to share information needed to do their jobs, whether it’s sanctioned or not. The best option is to find a 
way to allow data sharing in a secure way.  
  
Organizations today are using an average of 80 IT-sanctioned SaaS apps – and that number is growing. 
That doesn’t count all the SaaS apps employees may be using on their own without getting IT’s blessing 
(shadow IT). Securing each and every one isn’t feasible; you have to focus on securing the collaboration 
channels where data is being moved back and forth, such as GDrive, OneDrive, or Slack.  
  
This is a challenge. These tools are still very new; for many companies, adoption was as recent as the 
start of the pandemic. They’re still adjusting – and so are the bad guys, although they’re quickly 
discovering the potential opportunities these tools pose for them.  
 
  
Context is key  
  
The same old security tools used for the old way of working won’t suffice because this new way of working 
is far more distributed. Manually classifying the data and applying static policies is also unwieldy; you 
wind up with a lot of noise and a high rate of false positives.  
  
Here’s an example: As opposed to an old system that might send an immediate alert that an employee 
has sent sensitive information and immediately block it, with newer collaboration security tools, you can 
gain additional context. Now you know the employee is a patent attorney who sent a patent to his 
colleague, a contractor also working on other patents and working in the same patents Slack channel – 
an activity that is justified.   
  
Static rules, such as in the legacy data security tools, create a lot of noise and false positives. The only 
way to solve this problem of collaboration security is to have contextual understanding of the “why” behind 
every action. Without that, you can’t effectively solve the problem.  
  
Then, because it’s impossible to do this manually, you need a dynamically updated set of rules that will 
ensure very low noise and accurate detection of risky data access and leakage. There are now tools 
available that use AI to automatically map the sensitive information in your collaboration challenges and 
apply business context to every action in every channel. By understanding the connection between 

https://therecord.media/hackers-leak-full-ea-data-after-failed-extortion-attempt/
https://reco.ai/reco-visibility-and-detection-reduces-employee-insider-threat/
https://techcrunch.com/2022/02/15/inside-the-uber-and-google-settlement-with-anthony-levandowski/
https://www.verizon.com/business/resources/reports/dbir/
https://www.verizon.com/business/resources/reports/dbir/
https://www.cnbc.com/2021/12/17/jpmorgan-agrees-to-125-million-fine-for-letting-employees-use-whatsapp-to-evade-regulators.html
https://www.bettercloud.com/monitor/saas-statistics-2021/
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platforms and individuals, a justification can be assigned to an action before alerting to it. This significantly 
reduces the noise, limits false alerts and allows security teams to more accurately detect risky activities. 
With these types of solutions, IT and security teams gain visibility and control over the data being shared 
within collaboration channels before any damage is done.   
 
  
Collaboration in context  
  
Adoption of collaboration tools increased dramatically when the pandemic pushed countless companies 
to enable remote work options. However, in many situations, this was done without prioritizing security. 
Now companies are trying to determine how to have the best of both – real-time collaboration but with 
full visibility, control and security. Contextual visibility and dynamic rules will help organizations use 
collaboration tools to their fullest extent while increasing their security posture.  
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Sell tickets to Fans, Not to Bots. 
By PJ Rohall, Head of Fraud Strategy & Education - SEON 

 

It can be upsetting when you try to purchase a ticket for an event only to discover they are already sold 

out. Still, you can find some comfort in knowing you lost them to devoted fans who were as excited as 

you to go to the event. But what if those tickets were bought by bots whose only purpose was to resell 

them later for an insanely high price? How would you feel then? How much would it take to trust the 

company selling tickets again, or would you just give up, thinking there is no point in trying? The event 

industry is in real danger of being overwhelmed by bots at the expense of true fans. It is more important 

than ever to start taking the proper steps to protect themselves and provide customers with a positive 

ticket-purchasing experience. 

Photo: Unsplash 

 

What exactly are bots?  

Even though they have a significant presence on the internet, most people are not even aware of the 

existence of the bots. Bots are computer software created to handle repetitive tasks that would have to 

be typically accomplished manually. They can complete these tasks faster, cheaper, and more accurately 

than humans, which significantly saves time and resources companies would have to invest to 

accomplish these tasks. While all bots are initially neutral until their makers give them their task, we 

https://sitetuners.com/blog/leveraging-psychology-to-remove-barriers-to-high-ticket-conversions/
https://sitetuners.com/blog/leveraging-psychology-to-remove-barriers-to-high-ticket-conversions/
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mostly hear about the ones created for malicious purposes. The truth is that they are the future of 

cybercrime but also cybersecurity.  

While bad bots make up the majority of bot traffic, there are still plenty of good bots online whose purpose 

is to bring value to the users and creator. Bismarts lists the ten best bots available on the internet right 

now, and you would be surprised how intertwined with your world they are. From getting breaking news 

straight to your phone to using bots to learn a new language through Duolingo or even getting recipe 

suggestions based on the ingredients you have available; these bots are here to make our lives easier. 

Unfortunately, no matter how much we would like that, not all bot creators plan to use them for good 

purposes.  

 

Ticket Bots Endangering Different Industries 

When considering ticket bots, most people are aware of their dangers in the event industry, especially 

regarding high-value concerts and sports events. The recent Taylor Swift fiasco proves their point. When 

the presale of tickets for the Taylor Swift Eras Tour opened on November 15, it was supposed to be 

available only for 1.5 million verified Taylor Swift fans. Instead, 14 million people, primarily bots, tried to 

access the site, causing it to crash while selling 2 million tickets in just one day. Many of these tickets 

appeared on third-party sites reselling for as high as $28,000, resulting in angry fans.  

But malicious ticketing bots will not stop only at targeting high-value events. They can cause damage in 

different industries, for example, the airline sector. By utilizing ticket bots, malicious actors can reserve 

flight seats without completing the purchase, taking away the opportunity from genuine customers and 

raising the prices. The potential customers that tried to purchase the tickets will leave the attacked site 

and try their luck with the competitors.  

Often, malicious actors will use stolen identity data and credit card information to purchase tickets via 

ticketing bots, resulting in even more innocent victims. Once the legitimate card owner discovers their 

card has been used without their permission, they will request a chargeback from their card provider. Not 

only does this mean that ticketing agents will lose their revenue, but once they cancel tickets that were 

purchased with stolen funds, innocent customers that bought those tickets from the resale sites will also 

suffer. Fraudsters will be long gone with their profits while leaving ticketing agents to deal with the 

consequences.  

 

 

 

 

 

 

https://www.cyberdefensemagazine.com/the-future-of-cybersecurity/
https://www.cyberdefensemagazine.com/the-future-of-cybersecurity/
https://blog.bismart.com/en/10-best-bots-internet-now
https://www.threatshub.org/blog/bots-plague-ticketing-industry/
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Photo: Pexels 

Bots can even be used by inexperienced users as they can purchase them quite easily and cheaply on 

the dark web. This means that your event can be ruined by your competitor, who can use ticket bots to 

block all the seats for your event, damaging your reputation with legitimate people who want to come to 

your event. It is essential to get all the potential leads when organizing an event whose goal is to turn 

them into customers, and you can't allow malicious actors to stop you. Without utilizing bot detection 

software in their security strategy, ticketing organizations have no hope of fighting against bad bots and 

their malicious intentions. 

 

Bad bots are a significant challenge. 

While good bots try to make the world a better place, bad bots are trying to accomplish exactly the 

opposite. Their only purpose is to make a profit for their creators and owners, no matter how many people 

they have to damage in the process. In many cases, we will only notice bad bots once they accomplish 

their goals, and sometimes not even then. The rare occasion we are aware of the damage they do is 

during ticket sales.  

Purchasing tickets for an event is already frustrating when you have to compete against the other fans 

whose numbers are significantly higher than the supply. But it gets to a new level of frustration when you 

https://seon.io/resources/bot-detection-and-mitigation-software/
https://seon.io/resources/bot-detection-and-mitigation-software/
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also need to beat bots that can use many more resources than you can. Yes, those tickets can be later 

purchased on resale sites, but for significantly more money. This substantially reduces customer 

satisfaction while damaging the reputation of the ticket agents and ticket sales companies. This is why 

ensuring they sell tickets to their fans and not to bots needs to become their priority.  

The move in the right direction has already started with the Better Online Ticket Sales (BOTS) Act, which 

President Barack Obama signed in December of 2016. This act bans the use of ticket bots for 

circumventing ticket purchase limits and bypassing venues' ticketing rules and makes it a federal offense. 

It also set a fine of $16,000 for reselling the tickets that were acquired through ticket bot software. Europe 

followed a few years later when the European Union Parliament voted to ban ticket bots in April of 2019.  

Fraudsters even go as far as selling unexisting tickets by using bots to impersonate legitimate people on 

Facebook or other social media. They use these legitimate looking profiles to try to persuade innocent 

victims to purchase the tickets from them. They often use a sob story as the reason they are no longer 

able to attend the event, making you more likely to accept their terms  

While this legislation is a step in the right direction in bringing the danger of bots to the public eye, there 

is still much to do to prevent malicious actors from exploiting the systems and making a real difference. 

 

Conclusion 

As events are finally getting back on track, the importance of dealing with ticketing bots has never been 

as crucial. Utilize all the tools at your disposal to ensure your events are open to real fans and not to the 

malicious bots that wish to exploit you and your business.  
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Solving The AppSec Dilemma Across the Entire SDLC  
Why organizations should adopt an integrated and continuous approach to application security 

education 

By Amy Baker, Security Education Evangelist, Security Journey 

 

The software supply chain is under increasing threat. With nearly half of organizations predicted to 

experience at least one software supply chain attack by 2025, developers and AppSec teams are 

becoming an increasingly popular target for cybercriminals who can wreak havoc. Especially when they 

exploit well-known and easily fixed vulnerabilities. For instance, the now infamous ‘Log4Shell’ 

vulnerability left some of the world’s most commonly used applications and services open to attack and 

will reportedly ’haunt the internet for years’. More recently, the OpenSSL vulnerability caused chaos when 

it threatened to be a serious security bug, despite also being one of the most common coding issues and 

easy to fix (a buffer overrun). 

These vulnerabilities affect businesses and consumers alike, as made evident by recent Apple 

weaknesses that allowed hackers to take complete control of users’ devices. It’s time to prioritize security, 

but doing so will take dedication to secure coding training. 

 

Insecure software is still rewarded 

One reason the software supply chain remains vulnerable to security threats is that it effectively continues 

to reward insecure software. In his opening keynote of Black Hat 2022, Chris Krebs stated that security 

https://www.cio.com/article/410904/the-new-cio-security-priority-your-software-supply-chain.html
https://www.wired.com/story/log4j-log4shell/
https://www.theguardian.com/technology/2022/aug/18/apple-security-flaw-hack-iphone-ipad-macs
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would only continue to get worse before it gets better because the benefits of insecure software far 

outweigh the negatives. In other words, within the software development lifecycle (SDLC), organizations 

prioritize being the first to market. This goal is often at odds with security, which is portrayed as a barrier 

to productivity; 71% of CISOs claim their DevOps stakeholders view security as an impediment to fast 

development. This results in sacrificing security in the name of speed to market, the negatives of which 

are often not fully recognized until it’s too late. 

 

The AppSec Dilemma 

This pressure to quickly create and bring products to market places immense expectations on those 

developing the software. And this is only increasing. 51% of developers deal with 100x more code than 

ten years ago. And almost all developers (92%) feel they must write code faster than before.  

The ownership of application security becomes an issue with an overstretched team, often viewed as 

someone else’s responsibility – be that AppSec, security, or IT professionals. Yet application security 

lives in a variety of places across an enterprise. Therefore, the executive team or board must buy into 

the value of secure coding training. Leaders must recognize that a security-first mindset is crucial for 

everyone within the SDLC. Product and project managers, DevOps, User Experience (UX) Designers, 

and Quality Assurance (QA) professionals influence the end result in software development and, 

therefore, will need to play a part in security. Sharing this responsibility is the first step in ensuring that 

secure coding is not forgotten. 

Moreover, innovation and security do not have to be mutually exclusive, and treating them this way is 

likely why the number of new vulnerabilities continues to increase. Although almost always accidental, 

these security flaws and lack of proper secure coding education can turn developers into non-malicious 

insider threats. This insecure code can also be extremely costly; according to Boehm’s law, “the cost of 

finding and fixing a defect grows exponentially with time.” Investing in proactive prevention rather than 

reactive mitigation is, therefore, the most efficient solution for organizations in terms of security and an 

enterprise’s bottom line.  

 

Continuous and programmatic education 

Shockingly, 53% of developers have no professional, secure coding training, and none of the top 50 U.S. 

undergraduate computer science programs require a code or application security course. With 

workforces worldwide struggling to fill the cybersecurity skills gap, it is vital that organizations look to an 

integrated and continuous approach to application security education across the entire SDLC. This must 

be: 

(1) Specialized 

For those involved in delivering code, it is essential that training speaks directly to the issues they face 

daily. Advanced, developer-specific education should be run in parallel with foundational application 

security training programs for those with roles in the SDLC that may not necessarily need hands-on 

expertise. These initiatives will empower the whole team to make more informed decisions around 

https://www.anitian.com/20-statistics-that-todays-devsecops-teams-should-know/
https://www.developer-tech.com/news/2020/oct/05/51-percent-devs-100-times-more-code-10-years-ago/
https://about.sourcegraph.com/press/big-code-survey-2020
https://www.teiss.co.uk/culture--people/the-missing-ingredient-in-software-security-grassroots-education
https://www.forrester.com/blogs/school-is-in-session-but-appsec-is-still-on-vacation/
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activities like threat modeling, application design, and what’s in the software supply chain to integrate 

security across every aspect of development.  

(2) Continuous  

Secure coding training must be a continuous and evolving journey. It should never be a check-box, one-

and-done exercise. In order to keep security front of mind, constantly building on knowledge and being 

aware of the ever-changing issues in the market is crucial. 

(3) Rewarded  

Organizations should offer incentives or rewards to those who consistently apply security best practices 

in their day-to-day work. Security champions engage others and organically influence change. By 

measuring results – like the number of vulnerabilities in code before and after training programs – and 

recognizing success, it is also far easier to get buy-in from stakeholders and justify the investment in 

secure coding education to the decision-makers. 

 

Looking ahead 

Innovation and security can integrate into the SDLC as long as we recognize these are not two aspects 

of development at odds with each other. This mindset needs to change, especially in an era where new 

critical vulnerabilities are revealed weekly and cybercriminals are becoming increasingly sophisticated. 

Staying one step ahead requires a commitment to application security education. This isn’t a one-off but 

a career-long journey we need to kick-start today.  
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The Biggest Cyber Threats For The Financial Industry In 

2023 
Ben Herzberg, Chief Scientist of Satori 

 

 

According to external market data, the 

financial sector was the most attacked in 2022 

by DDoS attacks, while the number of all 

attacks has been constantly growing. A data 

breach in the financial services industry 

typically costs around $5.85 million, and ten 

percent of all attacks are financial breaches.   

Certain financial institutions still need help to 

keep up with the cloud migration, and the 

growing number of cyber laws is not helping 

with these problems. On the other hand, 

phishing attacks continue to dominate the 

financial services industry, and companies are 

struggling to deal with new attacks focusing on 

social media.  

https://community.f5.com/t5/technical-articles/ddos-attack-trends-for-2021/ta-p/293644
https://www.ibm.com/reports/data-breach
https://www.verizon.com/business/en-gb/resources/reports/dbir/
https://purplesec.us/resources/cyber-security-statistics/#Financial
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We can safely say that companies in this sector have many security concerns. If they don’t approach 

these issues seriously, they can damage and even destroy their businesses. Here are some of the biggest 

threats the financial industry should pay attention to.  

 

What are the biggest cyber threats for the financial industry in 2023 

When the financial system is disrupted, it affects the whole economy. We are seeing emerging trends 

likely to take shape in 2023 and become serious challenges. Whether new or not, companies must battle 

those threats and deal with them to remain operational.  

Source: Pexels  

 

1. Uncontrolled customer data  

Companies use various technologies to gather and access large volumes of customer data. This data 

often contains sensitive information like customer PII and PHI. Sadly, it’s often used irresponsibly, leaked, 

and accessed by unauthorized third parties.  

https://www.pexels.com/photo/man-reclining-and-looking-at-his-laptop-5483064/


 

Cyber Defense eMagazine – January 2023 Edition                                                                                                                                                                                                       129 

Copyright © 2023, Cyber Defense Magazine. All rights reserved worldwide.                   

 

Another problem is that companies often fail to meet the compliance requirements (such as GDPR) for 

using this kind of customer data and get into legal issues or simply spend a lot of resources on meeting 

these requirements.  

Gathering sensitive customer information is a double-edged sword. On the one hand, it can fuel analytics, 

improve customer experience, and help provide personalized service. On the other, it can become your 

most significant security liability. 

With that in mind, here are some ways in which the finance industry can protect customer data more 

effectively: 

• Make sure all customer data access is monitored and logged 

• Ensure you have clear and deterministic data access and security policies 

• Enforce the access policies across all data access 

• Make sure that access that is not required permanently is given only for the required time 

• Make sure you know where your sensitive data is, and prioritize its security over non-sensitive 

data. 

 

2. Ransomware threats 

Ransomware attacks lock banking clients out of their computers and encrypt them with malicious 

software. Victims are then extorted for cash or information by attackers. In most cases, they don’t get 

back access to their devices or accounts.  

Because of this, financial institutions must train their employees continuously and adopt machine-

intelligent security systems for emails and social media.  

 

Invest in security training  

Continuous training keeps everyone on their toes and updated on the latest types of attacks. People with 

proper training can spot malicious emails, social media messages, and links to prevent getting caught in 

a trap.  

 

Adopt intelligent security solutions  

Machine-intelligent systems can block and flag suspicious messages, emails, and organizations. They 

understand context, organizational behaviors, communication relationships and use this understanding 

to detect messages falling outside the norm.  

These systems profile communications. For example, machine learning systems can learn about genuine 

inquiries customers send, complaints, issues, or questions. They can build a pattern of how customers 

communicate, what words they use, and what they include in their messages.  

https://www.hipaajournal.com/study-confirms-security-awareness-training-significantly-reduces-susceptibility-to-phishing-attacks/
https://www.hipaajournal.com/study-confirms-security-awareness-training-significantly-reduces-susceptibility-to-phishing-attacks/
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Using algorithms, intelligent systems can later recognize phishing messages as they don’t fit the profile. 

They can also recognize harmful links and flag messages as potential attacks.  

 

3. A broader scope of cyber attacks 

Ensuring better protection for the global financial system is a priority. Financial firms, institutions, tech 

companies, and government agencies must work together internationally to create a threat-centric 

approach.  

A threat-centric approach means creating a security framework within the financial secretary capable of 

learning about threats and adjusting security strategies. However, to do this effectively, all parties 

involved must work together, including the government, tech companies, and financial companies.  

For example, SQL injections facilitate significant financial threats, and in 2021 WordPress revealed that 

over 600,000 sites were vulnerable to this threat because of a plugin. This is not something the financial 

sector is directly responsible for.  

Still, organizations need to establish relationships with the industry, government actors, tech companies, 

and financial authorities to share strategies, learn about global risks, and find already-applied solutions.  

 

4. Social engineering  

Social engineering denotes cyber attacks relying on behavioral techniques to make people send 

confidential information or money. FI company representatives are often targeted for sensitive information 

used for extracting cash.  

Social engineering attacks rely on someone’s trust and goodwill, and people need the training to 

recognize:  

• When they are urged into doing something without an apparent reason (check all the relevant 

facts and resources before responding)  

• Unusual URLs or attachments 

• Messages asking for something unusual 

• Unexpected messages 

 

Identity verification  

On the other hand, the finance sector can reinforce security by including verification steps that require 

customers to prove their identity. Identity verification solutions can be implemented to verify customer 

information as they have their data from official sources like government databases and credit bureaus.  

That allows companies to recognize if customers are providing real information. At the same time, 

screening software can be used for probing onboarding customers with various questions.  

https://www.wordfence.com/blog/2021/05/over-600000-sites-impacted-by-wp-statistics-patch/
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The system analyzes their questions and decides whether clients should be allowed to proceed with an 

action (make a transaction or create an account). These solutions can also be used for real-time 

screening when a transaction actually happens.  

However, it’s vital for financial institutions to partner up with fintech companies that can provide them with 

the exact tools they need. 

 

5. Mobile devices  

Source: Pexels  

Mobile banking is a fantastic convenience many people enjoy today, but it also comes with many security 

risks. These risks are constantly growing, and we’ve seen a growth of 80% in malware threats on Android 

smartphones showing just how important mobile security is.  

That is why banks and other financial institutions must constantly test their mobile apps to detect potential 

issues. At the same time, they should come with additional data security features like multi-factor 

authentication, data encryption, secured code, and secured communication. 

https://www.pexels.com/photo/turned-on-phone-displaying-collections-book-242492/
https://www.nokia.com/blog/the-hidden-threat-of-banking-malware/
https://satoricyber.com/data-security/what-is-data-security-threats-controls-and-solutions/
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Banks can also use contextual authentication, smart tools that account for behaviors and context 

surrounding events like transactions or logins. These tools review a lot of data and use an algorithm to 

present a risk score which triggers automated security protocols.  

 

6. Cloud-based attacks  

Cloud systems are another big security liability as they contain volumes of sensitive business data. 

Protecting these systems isn’t really up to the financial organizations but to their service providers.  

That is why financial organizations should do their due diligence in finding reliable partners that have 

excellent security tracker records and strategies to ensure no damage will happen. You can do this by:  

• Checking if their security is up to standards, including ISO-27018, ISO-27001, ISO-27002, ISO-

27017, and ISO 27001:2013;  

• Checking their identity and authentication controls like MFA, CIFA, or real-time identity monitoring 

• Seeing if they outline security, support, and maintenance in their SLA;  

• Checking out their storage and data center locations  

• Checking if they are compliant with the PCI-DSS and EUGDP regulations  

• Doing a penetration test on their infrastructure with a cybersecurity professional.  

 

7. Increased risk of supply chain attacks 

Supply chain attacks target vendors that offer vital tools or services to the whole supply chain. They inject 

malicious code within vendor applications to infect all of their users. Software supply chains are 

particularly vulnerable because modern programs are written by using pre-made components like APIs, 

proprietary code, and open-source code.  

To protect themselves against these attacks, financial organizations need to create a Zero Trust 

Architecture. With this structure set in place, all digital interaction stages are validated and verified, 

making it much more difficult for attackers to breach information through other services.  

Organizations can also include Privileged Access Management because this process controls and 

monitors all users with access. Access control is essential, primarily when criminals target accounts 

already within a system.  

 

8. Defi and cryptocurrency   

More and more financial services include crypto transactions, and even though this might be good news 

for crypto enthusiasts, these services carry many risks. DeFi projects often have internal risks as their 

systems aren’t secured and tested over time.  

Some of the most common internal cybersecurity risks include:  

https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-207.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-207.pdf
https://www.beyondtrust.com/resources/glossary/privileged-access-management-pam
https://www.investopedia.com/decentralized-finance-defi-5113835#:~:text=Decentralized%20finance%20(DeFi)%20is%20an%20emerging%20financial%20technology%20that%20challenges,peer%2C%20or%20P2P%2C%20transactions.
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• Management compromises (individuals or teams abusing their power) 

• Faulty business logic 

• Third-party protocol misuse 

• Coding errors 

 

All that can lead to crypto theft, identity theft, personal information leakage, etc., forcing organizations to 

create secure DeFi protocols by working with experienced developers.  

 

Create a defense strategy  

Banks and other financial institutions are legally obligated to uphold security controls that safeguard the 

confidentiality, integrity, and availability (CIA) of both their business data and client data, as these attacks 

can potentially cause sizable, widespread financial and reputational losses. 

The financial industry should focus on safeguarding digital transformation results, expanding its 

cybersecurity capabilities, and building a security workforce.  

Since securing your organization with a few simple measures is no longer possible, banks, financial 

institutions, investment companies, and other organizations now need comprehensive security strategies 

with experienced professionals leading the way.  
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The California Consumer Privacy Act (CCPA) and the 

American Data Privacy Protection Act: The Good, The 

Bad and The Ugly  
By Dr. Eric Cole, Advisor - Theon Technology  

 

Since 2018, there has been serious discussion of a new national privacy law promising Americans 

enhanced data protection, much like the European Union’s General Data Protection Regulation (GDPR). 

Nearly five years later, the US is still the only prominent actor in the world without an established federal 

data protection. In the US, we have always relied on state-level and local laws such as the California 

Consumer Privacy Act (CCPA), coming into effect on January 1st, 2023, as opposed to the government 

proposing something that serves the nation in its entirety. It's a step in the right direction that Congress 

is finally acting and is putting a law in motion that will protect US citizens, our information, and precious 

data. However, the proposed bill is not without potential flaws and implications; some may even argue 

the proposed bill falls short of the protections already in place at the state level. In addition, the law would 

fall under the scope of the Federal Trade Commission (FTC), which means that the law would only cover 

existing issues already addressed by the FTC. These issues include identity theft, children’s privacy, 

consumer fraud, and only some cybersecurity issues.  

What’s more, as we embark on the new year, we expect to see a spike in regulation across the country. 

As we see California implement CCPA, other states will begin to follow suit. At a national level, we will 

see a rollout of new stricter regulations, and business leaders must be prepared. Organizations that have 

yet to play in the regulatory playground or have not had to deal with GDPR will be caught in a difficult 

position and will be pressured to implement these changes fast. As a result, they will be rushed through 

the process, all due to the US being slow to enforce these laws. 

https://theontechnology.com/
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What does CCPA mean for the wider nation? 

After various delays, on January 1st, 2023, the California Consumer Privacy Act (CCPA) will come into 

effect, and some common questions I’ve been hearing are:  

▪ What does this mean for various organizations across the country?  

▪ What impact will it have?  

▪ How should organizations prepare for the rollout?  

 

In today’s interconnected world, most organizations and states deal with California in some capacity, so 

my advice is to look at CCPA as a precursor to what is going to be happening at a national level in the 

very near term. If you take a step back and consider January’s rollout vs. what is being rolled out 

nationally, you’ll notice it’s very similar. Organizations and business leaders across the country should 

assume they must comply and follow all the regulations regardless of their state. Further, whether you 

deal with Europe or not, you should be GDPR compliant as GDPR will be similar if not identical to what 

is being proposed at the state and national level in the US. It is a significant hurdle to consider, however, 

because the US is so far behind in implementing these regulations, it will be a rushed ordeal.  

 

What about encryption? 

Everyone is overlooking the encryption of consumer data and ensuring keys are stored on separate 

servers. Most organizations have encrypted their data in the past, but the problem is they are leaving 

their data exposed, similar to locking your door but leaving the key under the floor mat. Are we locking 

our door? Yes. Is it really effective and safe - not in the slightest. A lot of old regulations we have grown 

accustomed to were all about encrypt encrypt, encrypt, but it remained unclear as to what was considered 

good or bad encryption. The majority of data theft we’ve seen in the US was from data that was 

“technically” encrypted but wasn't encrypted correctly because the keys were all the same. Today, 

regulators are doubling down and enforcing the use of different keys, which must be on separate servers. 

This is where we will see many organizations get themselves in hot water in California and across the 

country if strict enforcement is implemented. Historically, the US has not been a strict enforcer of these 

types of regulations, and as a result, executive teams are not taking them seriously. The difference 

between laws in the US and GDPR is that GDPR was strictly enforced from the start and made an 

example of companies who were not taking it seriously by making them pay millions for their mistake. As 

a result, the law was taken very seriously.   

The most important factor in getting it right and establishing efficiency is ensuring individuals and 

organizations are compliant. The reasons why organizations are compliant with GDPR has nothing to do 

with the European Standard. GDPR is effective because of the enforcement and significant fines. If we 

look at PCI and HIPAA compliance, the US has struggled with enforcement, and for CCPA and ADPPA 

to be effective, better enforcement will be critical to its success. It will be a make-or-break moment, and 

questions like who will enforce the law? What will the penalties be? and what are the costs of 

implementation? These questions and answers will have to be clearly defined in order to raise the 

likelihood of compliance and prove effective or ineffective.  
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The good, the bad, and the ugly  

If and when these laws come into effect, the US government will have made tremendous strides by 

introducing a protection law at both the federal and national levels. One immense benefit of this is that it 

is being kept bipartisan and will be clear and concise, with no contradictory state laws that could get 

messy. But as with anything, there are potential challenges and downsides. With the ADPPA, a 

tremendous negative is that it is not compatible with European laws and will have many contradictions 

with companies abroad as well as US subsidiaries abroad, and different laws and regulations will be 

enforced in addition. In order for CCPA and ADPPA to be successful, strict enforcement will be essential. 

As we’ve seen with our European counterparts, if companies don’t have real consequences or penalties, 

enforcement will be unlikely. What will the enforcement of CCPA and ADPPA be? One thing that is clear 

is that it will have to be enough to scare to take action and implement.  

Overall, decision-makers have much work to do in order to make CCPA and ADPPA a success. 

Enforcement will be the most crucial factor. The stricter the enforcement, the higher likelihood of 

compliance and will dictate implementation willingness across the board. In the US, regulators have 

notoriously just given a smack on the wrist, ultimately causing executives and security leaders to not fear 

potential consequences. What needs to happen is CIOs and Security officers need to communicate 

effectively to the executive team that these regulations could result in significant fines. They should ask 

themselves whether they want to be the company that pays the 10 million fine and is made an example 

of? 

Lastly, compatibility with GDPR will be key because the world is so interconnected in every sense. 

Because GDPR is tried and tested, the closer CCPA and ADPPA are made to mirror it, the bigger a win 

it will be for everyone.  
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“The Impact of Mobile Threats on SMBs: 10 Simple Ways 

to Empower Your Company.”  
By Wendy Taccetta, SVP, Small and Medium Business for Verizon Business 

 

The shift in our hybrid and remote working world and the increase in mobile device use allow for a 

bigger attack surface — with more locations and devices expanding vulnerabilities. No matter what 

type of business you are—whether a city-wide pizzeria chain to the local hair & nail salon and 

spa—you must be prepared today to address cybersecurity issues from every perspective. Mobile 

devices provide an entry point for a wide range of attacks, with bad actors increasingly finding 

innovative ways to exploit and manipulate users and information — potentially exposing data and 

disrupting operations. 

 

According to the 2022 Verizon Mobile Security Index (MSI), extensive mobile use and the increase 

in mobile and IoT devices resulted in a 22% increase in data or system downtime. Additionally, 

52% of respondents said they have sacrificed the security of mobile devices to “get the job done.” 

In retail, almost nine out of 10 businesses are concerned that a mobile security breach could have 

a lasting impact on their brand or customer loyalty and 41% of respondents said mobile presents 

a daunting security challenge. 

 

 

 

https://www.verizon.com/business/resources/reports/2022-msi-report.pdfx
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The Biggest Threats to the Smallest Companies: The More You Know 

 

While being mobile (and untethered) presents many benefits, SMBs still need to be aware, alert 

and keep their defenses up. 

 

• Think before you click. (Phishing and mobile devices). Did you know that in 2021, 83% 
of organizations experienced a successful email-based phishing attack compared to 46% 
the year before? Attackers will take advantage of any opportunity to make their phishing 
attacks more successful. The design of apps on mobile devices can, unintentionally, make 
phishing harder to detect, helping attackers to get past people’s normal defenses. Help your 
employees prepare by not clicking a bad link, providing credentials, or executing a wire 
transfer. 

• Just say no (To Apps and Access). The number of apps, especially web-based ones, 
continues to grow. Malware remains a major problem, but even everyday apps can be a 
threat. Giving applications access to the camera, microphone, photos, location data, and 
other data and device functions can be a significant security risk. Users should be careful 
about applications requesting permissions that they don’t need. 

• Beware of Weird Campaigns (Malware). The 2022 Verizon Data Breach Investigations 
Report found that over 30% of breach cases involved some form of malware. Attackers 
design phishing campaigns specifically targeting mobile devices, and they build malware 
specifically for mobile devices too. 

• Ransomware. The remote environment is primed for ransomware. As organizations 
continue to support remote or hybrid work, they no longer have the visibility and control 
they once had inside their perimeter. In fact, according to a recent State of Small Business 
Report, a majority of small and midsize business decision makers consider viruses (55%) 
and malware and ransomware (54%), the most concerning and at risk compared to 
previous years. Having unmanaged and personal devices on networks outside the 
traditional perimeter greatly reduces the visibility and control that security teams have. 

• Devices and things. With more devices, the danger of lost or missing devices grows. But 
it’s not just the quantity of devices that’s growing, the variety is growing too. Today there 
are smartphones, laptops, tablets, hybrids, wearables, and a seemingly endless range of 
connected devices that employees are using. 

• Networks and cloud. Insecure networks remain a serious threat to mobile device security. 
Attackers can intercept traffic through man-in-the middle (MitM) attacks or lure employees 
into using rogue Wi-Fi hotspots or access points. 

 

 

10 Simple Ways to Prioritize Data Security in a Complicated World 

 

With mobile use essential to staying relevant to consumers, it’s a good time for companies of all 

sizes, especially SMBs, to double down on their cybersecurity policies. 

Data security doesn’t need to be complicated. Here are 10 simple ways they can better protect 

their data and key systems: 

1. Ensure that employees understand the importance of keeping operating systems and apps up to 
date on all devices. 

2. Prioritize cybersecurity awareness training so that employees know what to look for. (Training 
should include real-world attack simulations to mimic everyday scams.) 

3. Deploy anti-malware functionality to all devices. 
4. Consider restricting employee access on resources and devices not controlled by the company. 

https://www.verizon.com/business/resources/reports/dbir/
https://www.verizon.com/business/resources/reports/dbir/
https://www.verizon.com/about/news/small-business-survey-2022
https://www.verizon.com/about/news/small-business-survey-2022
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5. Force password changes. 
6. Set mobile devices to allow full email addresses and URLs to be viewed. 
7. Implement controls to verify requests for changes in account information — this could be as simple 

as sending a confirmation message before changes are made. 
8. Develop a detailed bring your own device (BYOD) policy that clearly lists responsibilities in plain 

language. 
9. Verify your backups often — an emergency is a bad time to find out that there’s a problem. 
10. Consider introducing endpoint detection and response (EDR)—this uses behavioral-based 

analysis to provide threat protection and can provide valuable insight. 

 

Remember, education, preventative maintenance and a proper policy and solution are key to protect both 

your business and your customers critical information against cyber attackers. 
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The WAN Under Siege 
WAN managers say they’re adopting zero trust security and using multiple infrastructure security 

vendors in response to the latest threats against the modern wide area network. 

By Greg Bryan, Senior Manager, Enterprise Research, TeleGeography 

 

Network security is a growing priority for corporate leaders.  

 

And for good reason. The number of organizations impacted by ransomware attacks more than doubled 
from 2020 to 2021, with healthcare the most affected industry, according to a report from network security 
firm Checkpoint.  

 

As corporate networks integrate internet and cloud applications and change shape, weaknesses in the 
traditional network security model have become more glaring. It’s this ongoing threat that underlies 
current attempts to modernize and strengthen enterprise network infrastructure security.  

 

TeleGeography's WAN Manager Survey focuses on IT managers whose day-to-day role covers 
designing, sourcing, and managing U.S. national, regional, and global corporate wide area computer 
networks. It’s through conversations with these professionals that we’ve gotten a glimpse into how 
technology professionals are meeting the security demands of the 21st century. 

 

Our latest survey effort shows that one in three survey respondents reported a cyber security attack in 
the past 12 months at their company. Of those: 

 
• DDoS attacks accounted for 40% of respondents cyber security incidents. 
• Another 27% said it was caused by compromised credentials or weak passwords. 

https://blog.checkpoint.com/2021/05/12/the-new-ransomware-threat-triple-extortion/
https://blog.checkpoint.com/2021/05/12/the-new-ransomware-threat-triple-extortion/
https://www2.telegeography.com/wan-manager-survey
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• Other reported sources included compromised applications, ransomware, and vendor 
vulnerabilities.  

  

 

Putting Trust in Zero Trust 

 

This brings us to zero trust security (ZTS).  

ZTS encourages network security professionals to think differently about how they set up and secure 
their networks. It was a big part of our conversations with WAN managers during our latest survey effort.  

 

First, some background. ZTS entails: 

 
• Verifying users with more than one method. 
• Simplifying how many passwords people need to keep track of. 
• Restricting access based on identity so people only can access what they need. 
• Segmenting the network to prevent horizontal movement across the organization by bad actors. 

 

Positioning network security around aggressive user and device verification isn’t a new idea, but ZTS is 
more relevant than ever.  

 

Granted, secure access service edge (SASE) has also entered the security conversation as a framework 
for combining SD-WAN-enabled internet networking with cloud-based network security to facilitate 
BYOD, work-from-anywhere set-ups. But no matter how you slice it, research shows that WAN managers 
understand the urgency and are trying to update their IT security regimes.  

 

One WAN manager at a technology company mentioned that their network and security team are working 
on revamping their systems along ZTS pillars and are “taking a 10-15 year old paradigm and making a 
2021 philosophy.” 

 

 

But what does this look like in practice?  

 

We asked WAN managers how far along they were in implementing ZTS or SASE security policies on 
their network. Implementation of one or more elements of ZTS or SASE jumped from just 8% in 2019 to 
35% in 2021, a significant increase in just two years. In a somewhat connected discovery, we found a 
narrowing of the knowledge gap. Only 8% of respondents were unfamiliar with ZTS in 2021 compared to 
one in five in 2019.  

 

Overall, we saw a shift down the deployment pipeline, with reductions in the percentage of respondents 
who either had not started, or were just beginning their implementation journey.  
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We also asked respondents who were in some stage of adopting ZTS what policies they were 
implementing or had already implemented on their network. We found that multi-factor authentication 
(MFA) and single-sign on (SSO) were the most widely implemented. Nearly 100% of respondents who 
had adopted ZTS had MFA in place.  

 

Remote user and device access policies were implemented by almost 70% of respondents.  

Privileged access management, or the restricting of access to certain data based on user profile, was 
implemented by 62% of respondents. 

 

Just under half of respondents had implemented policies to treat foreign networks/devices as hostile. 
One-third of respondents had some sort of user behavior analytics in place. 

 

 

Vendor Sourcing 

 

When we talked to respondents about network security in 2019, we found that many companies preferred 
not to outsource the management of their network security vendors. They wanted to remain agile and 
pick best in breed vendors for particular security challenges.  

 

In our latest WAN Manager Survey, we again find that the largest plurality of respondents, one in three, 
are using a mix of security vendors for their network security sourcing strategy. 

 

Fifteen percent of respondents sourced their network security from a managed services provider or 
systems integrator. One WAN manager mentioned that they are allowing their broadband providers to 
manage internet security for them, however they had strict requirements including “policy visibility, 
see[ing] the logs, data on security analysis, and remote blackholing.” 

 

Another 15% of respondents were sourcing their network security from their SD-WAN vendor.  

 

One respondent, however, specifically mentioned that they do not plan to source their network security 
through their SD-WAN vendor, essentially rejecting the idea of combining the two into a SASE model. 
For them, “SD-WAN is just a new WAN service, not any of the additional stuff.” 

 

Only 11% of respondents were sourcing their network security from their carrier or network service 
provider. One respondent said they were sourcing their network security through their carrier, as they 
were getting a better price since the carrier wanted it on their revenue books. However, they still manage 
their own security, other than DDoS protection which they have their carrier handle.  
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ZTS and the Future of Work  

 

We’ve long pointed to cloud adoption and local internet breakouts as key factors moving enterprises 
toward ZTS over other security strategies.  

 

But the impact of the pandemic has been palpable.  

 

When asked to rank factors driving ZTS adoption, respondents who were in some stage of considering 
or adopting ZTS ranked “increased remote work” the highest. One WAN manager from an industrial 
company noted that they had tripled their remote workforce as a result of COVID and the company 
seemed open to keeping many workers remote long-term.  

 

And remote work isn’t going away. If anything, we anticipate it will only become a more hybrid experience 
for knowledge workers. (I say this as I sit in TeleGeography’s DC office, my day full of both in-person and 
virtual meetings.)  

 

As for how the evolution of this hybrid work experience will impact networks of the future, we’ll have to 
see what WAN managers tell us in our next round of surveys. More to come next year. 
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There's no way you're still using Consumer Messaging 

Apps for Business 
By Nicole Allen, Senior Marketing Executive, Salt Communications 

 

 

Consumer messaging apps are routinely utilised for business purposes even if they were intended for 

personal usage. However, because of the legal requirements that apply to enterprises regarding data 

protection, corporate governance, privacy, and record-keeping, this type of messaging app is not safe for 

business use.    

  

The emergence of messaging apps has been one of the most significant changes in the way we connect 

with one another. Over 41 million messages are transmitted using messaging apps per minute, and 3 out 

of every 4 smartphones today include messaging apps. So ensuring you're messaging your professional 

contacts in a safe and appropriate manner is essential.   

 

    

What is the problem? 

 

Some collaboration and communication platforms are more suited for organisations than others, and not 

all of them are developed for the same use case. The difference between consumer and enterprise 

messaging apps in terms of data protection, security, and compliance makes this more apparent in some 

cases much riskier. 

 

Consider two instances of modern consumer communications apps - WhatsApp and Zoom. These 

technologies are frequently taken into account for organisations, but they have a history of putting data 

at risk, falling short of the security requirements needed to guard against significant security risks, and 

let's not forget their murky privacy policies.  

 

https://hrnews.co.uk/how-messaging-apps-are-creating-a-gdpr-privacy-nightmare/
https://hrnews.co.uk/how-messaging-apps-are-creating-a-gdpr-privacy-nightmare/
https://kommandotech.com/statistics/messaging-apps-statistics/
https://kommandotech.com/statistics/messaging-apps-statistics/
https://kommandotech.com/statistics/messaging-apps-statistics/
https://www.vice.com/en/article/qj4qjd/whatsapp-data-security-issues
https://www.netitude.co.uk/blog/one-year-on-is-zoom-safe-to-use
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Employees are increasingly using consumer-grade apps even to communicate with co-workers and 

clients, blurring the distinction between "simple to use" and secure solutions for businesses. Since they 

are "free" and "popular," apps they are commonly accepted and the question is asked as to "why shouldn't 

our business use them too?" - but this is where many organisations go wrong. 

 

Just because an app is ‘encrypted’ doesn’t mean your messages are secure and safe 

 

Then there is the infamous "End-to-End Encryption" myth, which is present in a lot of free consumer 

software. These apps are not the best platforms for exchanging sensitive business information or client 

conversations because they include so many grey areas and dubious privacy settings. 

 

Let's take a look at WhatsApp as an example. WhatsApp is a messaging app intended for consumers. In 

the past, WhatsApp has come under severe fire for failing to safeguard the privacy of its customers' data. 

Additionally, the European Court of Justice found that US tech corporations, notably Facebook, do not 

offer their European consumers an acceptable level of personal data protection. 

 

The communications on either end of the connection are not secured by it in any way. In any event, 

having encryption doesn't automatically make something secure. After all, Facebook, a firm for which 

security and privacy are, at best, theoretical constructs, owns WhatsApp. 

 

With all of this in mind it is important to mention that spyware can make its way into a mobile phone 

through a security bug in voice calls made through insecure apps such as WhatsApp. WhatsApp and 

numerous other consumer messaging systems are also used as the method for gaining access to users' 

devices due to the open nature of these systems. With just a phone number we can with high levels of 

confidence bet that that phone number is linked to a consumer platform like WhatsApp.  

 

With spyware, like Pegasus can immediately be transmitted. This call method is so powerful and 

inconspicuous that Pegasus may be installed on the phone simply by sending the user a missed call. 

After installation, the software would remove the call log entry so that the user wouldn't be aware of the 

missed call. Due to the open nature of these apps, they are very easily used as a distribution route for 

hackers.  

 

What does this mean for you then? Really quite a bit. Your organisation still has information you don't 

want made public, even if it doesn't deal with highly sensitive material. Additionally, you can come across 

circumstances in which your communications carry legal bearing, like when you consent to a purchase 

over email. That is a further rationale for the development of secure enterprise applications. They serve 

to provide assurance and establish clear guidelines to ensure that your data is secure. 

 

https://www.forbes.com/sites/zakdoffman/2021/05/16/is-whatsapp-lying-to-2-billion-iphone-and-android-users-after-facebook-backlash/?sh=1f8ffecb62e4
https://saltcommunications.com/news/saltdna-ceo-has-his-say-on-the-latest-whatsapp-hack/
https://techcrunch.com/2022/01/27/whatsapp-eu-consumer-protection-probe/
https://www.nytimes.com/2015/10/11/business/international/behind-the-european-privacy-ruling-thats-confounding-silicon-valley.html
https://www.propublica.org/article/how-facebook-undermines-privacy-protections-for-its-2-billion-whatsapp-users
https://www.kaspersky.co.uk/resource-center/threats/spyware
https://usa.kaspersky.com/blog/how-to-protect-from-pegasus-spyware/26103/
https://saltcommunications.com/news/why-you-shouldnt-ignore-mobile-security/
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Lack of user management leads to security issues 

 

The likes of Telegram, Wickr and Signal are also examples of consumer messaging apps that are 

susceptible to illegal communications. Just because these apps have a more “trustworthy” reputation 

than WhatsApp, doesn’t mean that your messages are protected. These apps are frequently breached, 

rife with con artists and prone to malware attacks.  

 

The information published within these applications and the company's "hand off" approach to moderation 

are two of the main problems with them. Due to their unique blend of messaging and social media and 

their openly weak content control policy, these types of apps draw a particular type of user who may have 

been exposed on other, more established online platforms. 

 

In addition to all of that, there are flaws with group messaging and its inability to scale user management 

lead to a number of other security issues. Companies using these apps have no idea what groups are 

available, even less of who is inside of them, or whether former workers still have access to information 

they shouldn't. They now run the danger of having private commercial information accessed or disclosed. 

This is always a risk when allowing employees to use insecure and uncontrolled communications 

systems, putting your reputation, information and conversations at risk every time they access their 

phone.  

 

Why you should use a secure enterprise alternative  

 

It is never a smart move to use WhatsApp for business communications if security and compliance are 

top objectives for your company. Your staff members require a secure solution for workplace 

communication that enables them to get information and interact with one another anywhere at any time. 

With a secure communications app Salt Communications organisations can effortlessly manage users, 

regain control over their data, and maintain compliance.  

 

Salt Communications provides enterprises with the highest level of security, with complete control over 

your communications and data at all times. After reading this article you are probably thinking there's no 

way I’m still going to be using a consumer messaging app for business means. We hope you take the 

right step to protect you and your organisations communications.  

 

Learn more about what features a secure enterprise messaging app can provide. 

To discuss this article in greater detail with the team, or to sign up for a free trial of Salt Communications 

contact us on info@saltcommunications.com or visit our website at saltcommunications.com. 

 

 

https://intel471.com/blog/why-cybercriminals-are-flocking-to-telegram
https://www.forbes.com/sites/thomasbrewster/2022/07/19/fbi-forces-open-amazon-wickr-app-with-a-suspects-face/?sh=5101a2f0633e
https://www.bleepingcomputer.com/news/security/hackers-install-dracarys-android-malware-using-modified-signal-app/
https://www.vice.com/en/article/jgqqv8/five-reasons-you-should-delete-telegram-from-your-phone
https://www.forbes.com/sites/zakdoffman/2021/04/22/forget-whatsapp-new-telegram-warning-for-millions-of-windows-10-users/?sh=38a4a6817857
https://saltcommunications.com/legal/
https://saltcommunications.com/
https://saltcommunications.com/features/
https://saltcommunications.com/
https://saltcommunications.com/start-your-trial/
https://saltcommunications.com/
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About Salt Communications: 

Salt Communications is a multi-award winning cyber security company providing a fully enterprise-

managed software solution giving absolute privacy in mobile communications. It is easy to deploy and 

uses multi-layered encryption techniques to meet the highest of security standards. Salt Communications 

offers ‘Peace of Mind’ for Organisations who value their privacy, by giving them complete control and 

secure communications, to protect their trusted relationships and stay safe. Salt is headquartered in 

Belfast, N. Ireland, for more information visit Salt Communications.  

 

 

About the Author 

Nicole Allen, Senior Marketing Executive at Salt 

Communications. Nicole has been working within the Salt 

Communications Marketing team for several years and has 

played a crucial role in building Salt Communications reputation. 

Nicole implements many of Salt Communications digital efforts 

as well as managing Salt Communications presence at events, 

both virtual and in person events for the company.   

Nicole can be reached online at (LINKEDIN, TWITTER  or by 

emailing mailto:nicole.allen@saltcommunications.com) and at 

our company website https://saltcommunications.com/ 

 

  

https://saltcommunications.com/
https://www.linkedin.com/in/nicole-allen-a82a8a142/
https://twitter.com/saltcontrol
https://twitter.com/saltcontrol
mailto:nicole.allen@saltcommunications.com
https://saltcommunications.com/


 

Cyber Defense eMagazine – January 2023 Edition                                                                                                                                                                                                       148 

Copyright © 2023, Cyber Defense Magazine. All rights reserved worldwide.                   

 

 

Top 5 Questions to Ask When You’re Building a Cloud 

Security Strategy  
By Metin Kortak, chief information security officer, Rhymetec 

 

 

As companies began moving their computing operations and data storage to the cloud, the security of 

these digital assets has been a priority. Implementing a robust cloud security strategy is paramount for 

every organization. SaaS providers, in particular, carry a vast amount of sensitive data. This scenario 

represents a sizable risk to a company’s privacy and intellectual assets, so when you start building a 

cloud security strategy, you must ask—and be able to answer—these five vital questions from the outset.  

 

Q #1: What requirements must our SaaS organization comply with from legal, client, or end-user 

perspectives? 

Depending on the type of industry or end-user you are serving, both legal and client standards should be 

an area of focus when it comes to their respective compliance and data privacy requirements.  
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SOC 2  

Systems and Organizational Controls 2 (SOC 2), although voluntary, is an important differentiator for any 

SaaS vendor or company managing the data of other organizations. Developed by the American Institute 

of CPAs (AICPA), it’s a service standard that specifies how organizations should manage customer data.  

The standard is based on five Trust Services criteria: security, privacy, availability, processing integrity, 

and confidentiality. Compliance gives your clients the reassurance that your company takes its job of 

managing their data seriously enough to have proven its competence over a prescribed period. For a 

security-conscious business considering a SaaS provider, SOC 2 compliance is a minimum requirement.  

 

ISO 27001 

This is a global certification for companies looking to implement an information security management 

system. It goes beyond the SOC 2 information security function to include an operational security 

management system. International clients might want your company to have ISO 27001 certification, e. 

The good news is if you are complying with SOC 2, you might be already halfway there. 

 

Legal Requirements 

From the legal viewpoint, you’ll need to implement the privacy regulations that apply to your target market. 

FedRAMP, GDPR/CCPA, and HIPAA all serve specific industries. For example, if your company sells 

products or services in the EU, you’ll need General Data Protection Regulation (GDPR) compliance, 

which is an essential element in EU data privacy laws. 

For U.S. companies operating in any area of healthcare, HIPAA compliance is a stringent privacy 

requirement, although you don’t get a certificate to show it. Organizations serving the U.S. government 

must achieve FedRAMP compliance, and if you process sensitive data of California residents, you’ll need 

to comply with the California Consumer Privacy Act or CCPA. This is a law aimed at enhancing privacy 

rights and consumer protection for residents of that state. 

 

Industry-Specific Regulations 

Various other industries have their own legal demands, such as the payment card industry’s Data Security 

Standard (PCI-DSS). This standard, usually referred to as PCI, is a series of security requirements for 

programs that process and store credit card payment information.  

 

#2: How much budget have we allocated to cybersecurity for our clients?  

It’s important to be mindful of the costs associated with building secure software. Cybersecurity costs 

money and it's not cheap to implement the needed range of security controls. This being said, your SaaS 
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organization needs to carefully consider how to allocate the various costs involved in keeping your clients’ 

information secure. You’ll need to get pricing on implementing layered security as most SaaS vendors 

need at least three different security layers to protect their customer data from external threats. These 

are basic infrastructure layers consisting of cloud data storage platforms, hosting companies, and internal 

servers.  

You’ll need to:  

▪ Install robust data encryption software 

▪ Deploy virus and malware protection programs at every level of access 

▪ Provide training for your team and customers on how to handle data securely 

▪ Backup your customer data and store the backups in multiple locations and formats 

▪ Consult a third-party cybersecurity firm to conduct regular testing of your systems 

▪ Pay for external party auditors 

Every company that contributes to the SaaS product you offer will need at least the same level of security 

and compliance all the way down the chain. Since the chain starts with your company, you must budget 

for the expense of ensuring your security is watertight.   

 

Q #3: Do we have enough human resources to handle security and compliance needs? 

We’re all waiting for the day artificial intelligence can handle everything, but that’s still a fair way off. Right 

now, your SaaS organization will still need to have enough human resources to carry out critical security 

functions. These include: 

▪ Implementing security controls on devices. Administrators must install data encryption 

programs, configure firewalls and antivirus protection, and monitor intrusion detection systems. 

According to Verizon's 2022 Data Breaches Investigations Report, 82% of all data breaches 

involve a human element, so implementing robust security controls reduces the risk of such 

incidents. 

▪ Managing vulnerabilities. These controls include risk assessments to determine the probability 

and impact of threats and vulnerability assessments to uncover weaknesses and identify 

additional measures to reduce the danger posed by these vulnerabilities. Diagnostic tools and 

artificial intelligence can assist with much of this, but human resources are still needed to make 

final decisions and implement the processes.  

▪ Running background checks on your employees. In many cases, employees can deliberately 

expose information—for example, by misconfiguring databases or allowing cyber criminals to 

access the organization's systems. Without running background checks, companies leave 

themselves vulnerable to employing bad actors. 

▪ Onboarding and offboarding of employees. Follow best practices for onboarding and 

offboarding employees to prevent increasing your cybersecurity risks. New employees should be 

trained in cybersecurity adapted to their entry level, understanding, and experience, and given 

only essential access initially. Exiting employees should undergo exit interviews, and the 

cybersecurity team should establish an offboarding program. This program should include 

https://www.verizon.com/business/resources/reports/dbir/
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revoking all login access immediately the worker leaves, informing all colleagues and 

shareholders of the departure and monitoring the systems the employee had access to for a 

period of time after they leave.   

Having enough people for a powerful cloud security strategy doesn’t mean you must appoint high-cost, 

permanent employees. Managed information security services can extend your operation by providing 

the support you need around the clock, and at fractions of the price of a full-time security professional.  

 

Q #4: What are some security best practices to adopt in our organization? 

Some organizations choose to be very flexible with security and only do the bare minimum needed to 

comply with the different frameworks. More security-conscious organizations often go above and beyond 

and implement advanced security controls.  

For example, I once worked with a client who forced all employees to register their phones and computers 

in MDM before they could access any company resources. This wasn't a compliance requirement but a 

choice the organization made to improve its security posture.  

Basic best practice options every business should adopt include: 

▪ Conduct regular risk assessments across all systems. Things change. Software gets 

updated, bad actors find new ways to target organizations, and the value of your data to hackers 

becomes more valuable and easier to access. Companies should assess their risk levels annually 

at least, if not more often, and when they make any significant systems or business changes that 

could leave them vulnerable. These include migrating to the cloud or appointing a new supplier 

with access to the systems. 

▪ Implement measures to reduce risk. Once you know what factors threaten your SaaS 

organization, you can implement reasonable security controls to mitigate these risks. Train your 

staff in security awareness. Apply penalties for violation of security rules. Screen new hires and 

provision user rights to allow access to essential services only.  

▪ Apply password controls and virus protections. Develop comprehensive password policies 

and enforce the use of multi-factor authentication. Make sure your firewall is correctly configured, 

and encrypt your data using a VPN. Install tough virus and malware protection and securely 

dispose of old and discarded equipment.  

▪ Inventory all data, equipment, and processes. Protecting your data depends on knowing what 

you have and where it is. Many data breaches involve leads of confidential information that was 

inadvertently stored in email, on lost laptops, or backup tapes. Identify and catalog all your 

customer and employee records, store payment information separately and securely, and ensure 

all your equipment protections are up to date and working well.  

▪ Build cybersecurity into your operational processes. IT systems can be vulnerable if they 

aren’t properly maintained. Harden your network by removing or changing default credentials 

(e.g., passwords such as 1234567 and user names like “admin” or “info”). Apply critical security 

patches promptly and monitor systems for deviations from expected norms. 
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Establish ways and means to detect and respond to incidents and develop sound business continuity 

and disaster recovery plans. Make certain third-party providers are also secure by conducting an audit of 

their security measures or building standards into their contracts with you.  

 

Q #5: Did we conduct a penetration test against our application? 

Most security vulnerabilities are not identified until an external party conducts a penetration test. A 

penetration test is one of the best ways to identify any significant security issues with an application. 

Penetration tests go a step further than a risk assessment by attempting to exploit the weaknesses 

identified.  

For example, a vulnerability assessment might discover patches are not being updated regularly, leaving 

a company vulnerable to attacks. A penetration test would attempt to access the company systems 

through unpatched vulnerabilities, enabling the cybersecurity team to shore up any potential risk areas 

in advance.  

 

Being Prepared 

Any company building a cloud security strategy must comply with the requirements of their industry but 

it is just as important to go beyond required compliance by being prepared ahead of time for any possible 

cybersecurity incidents. Put processes in place to detect anomalies and attempted breaches. Exercise 

reasonable security measures to anticipate problems. Make sure you have adequate backup and 

restoration procedures. If you are unsure about moving forward, get expert help to secure your systems 

and protect your customers and staff.  
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Vulnerability Prioritization is Not a One-Size Fits All 

Approach  
By Victor Gamra, CISSP, Founder and CEO of FortifyData 

 

System vulnerabilities are ever increasing as adoption of new and emerging technologies are 
implemented. Security professionals struggle to keep up with remediation efforts presented by a variety 
of new technologies and the lack of vulnerability prioritization. In 2022, we have already surpassed 22,000 
recorded Common Vulnerabilities and Exposures (CVEs), which exceeds the previous record set in 2021 
with 20,170, according to the National Vulnerability Database. Security teams are already stretched and 
are drowning in a sea of vulnerabilities. With new ones popping up each day, plus a shortage of IT security 
staff, mitigating them all would be impossible. So, security teams must do their due diligence to prioritize 
them.   
  
Historically, a de facto prioritization method relied on Common Vulnerability Scoring System (CVSS) 
scores, combined with regulatory guidance on which level of vulnerability should be remediated in a 
certain time frame. CVSS ratings do a good job at looking for opportunistic vulnerabilities (i.e. can they 
be exploited remotely?), but they were never meant to be used to prioritize because they lacked the 
association to asset criticality to an organization.  
  
According to a 2021 publication by CISA, “CISA has observed that risk scores, based on the Forum of 
Incident Response and Security Teams’ Common Vulnerability Scoring System (CVSS), do not always 
accurately depict the danger or actual hazard that a CVE presents. Attackers do not rely on “critical” 
vulnerabilities to achieve their goals; some of the most widespread and devastating attacks have included 
multiple vulnerabilities rated “high,” “medium,” or even “low.”  
  
“Since CVSS was never intended to provide risk prioritization within each enterprise’s unique 
environment, this has led to goal misalignment. SLAs such as ‘Patch all critical CVSS scores within 30 
days’ do not weigh the business context of asset criticality, whether exploits are published and active for 

https://nvd.nist.gov/general/nvd-dashboard
https://www.cisa.gov/sites/default/files/publications/Reducing_the_Significant_Risk_of_Known_Exploited_Vulnerabilities_211103.pdf
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that vulnerability, and if there are compensating controls that can protect against that exploit,” wrote Erik 
Nost, Senior Analyst at Forrester, in the Forrester blog, “Vulnerability Programs Must Regain Trust to 
Inspire Action.”  
  
It's time to be smarter about how we prioritize vulnerabilities because there is no one-size fits all 
approach. To do this, we need to bring more meaning to the vulnerability data with contextualized risk 
intelligence that incorporates threat intelligence and impact to the business. You need data to tell you 
what the vulnerabilities mean for your specific organization.   
  

• Do you know your assets?  
• Is the vulnerability present on mission critical asset?   
• Are there threat actors currently exploiting this vulnerability within my industry?  
• Do we have compensating controls in place?   
• What is the likelihood of a threat being realized?   

  
This is how vulnerability management is evolving – into Risk-Based Vulnerability Management – and it 
will solve a major problem for a lot of organizations. But to get there, you need to take a few steps.  
  
 
Step 1: Discover Your Assets  
  
We see a lot of organizations experience issues with asset detection, and that’s no surprise given the 
increasing number of assets and entry points that each organization has. Not to mention shadow IT – 
where organizations are spinning up resources or signing onto technologies that the IT teams don’t know 
about.   
  
Keep in mind that attackers are scanning your environment to try and discover your assets.  
So being able to map your entire attack surface is very important. Start with your on-prem assets, as well 
as assets with external facing IPs. Then make sure to discover mobile devices, and dynamic assets, like 
cloud infrastructure, web applications and containers. Automating the continuous identification of assets 
is fundamental to developing a risk base vulnerability management program. CISA recently published a 
Binding Operational Directive on Improving Asset Visibility and Vulnerability Detection on Federal 
Networks calling attention to the importance of knowing the assets and managing them accordingly.  
  
 
Step 2: Classify Your Assets  
  
Once you’re able to gain that initial view, you need to be able to classify those assets because they will 
all have varying degrees of criticality to your business. Correct asset classification enables vulnerability 
prioritization.  
  
To understand which are the most valuable resources, you need to understand what type of data is 
stored, processed or transmitted on them, that tells you how important specific asseets are to the 
business. We suggest doing a business impact analysis and making sure that you have agreement from 
the C-suite.   
  
Make sure to also do an analysis of compensating controls, which can help you de-prioritize certain 
vulnerabilities. And finally, you must automatically discover new assets on a continuous basis and ensure 
those new assets are classified according to business impact.   
  
 

https://www.forrester.com/blogs/vulnerability-programs-must-regain-trust-to-inspire-action/
https://www.forrester.com/blogs/vulnerability-programs-must-regain-trust-to-inspire-action/
https://www.cisa.gov/binding-operational-directive-23-01
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Step 3: Automate Your Process  
  
Automation is the key to making vulnerability prioritization work effectively. The volume of vulnerabilities 
is way too high and security teams are way to lean to go through each vulnerability one-by-one. 
Automation is done with risk-based vulnerability management married with threat intelligence and 
controls analysis. Whatever platform you choose should be able to:  
  

• Continuously monitor with live assessment data  
• Auto-discover assets and classify them  
• Auto-sync updates from the National Vulnerability Database  
• Prioritize findings that include currently exploited vulnerabilities from sources like CISA  
• Present remediation guidance on how to remediate critical risks  

  
Risk-based vulnerability management powered with automation enables your team to prioritize 
remediation of the most impactful vulnerabilities. You will become more effective by knowing what to 
remediate and how to remediate the identified vulnerabilities to reduce the critical risks to your 
organization.   
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Why Businesses Need to Leverage the NIST Post 

Quantum Cryptographic Standards to Fortify Their 

Cybersecurity Future 
By Dr Ali El Kaafarani, Founder and CEO of PQShield 

 

July 5th, 2022, marked an important milestone in the fight to secure sensitive data against future cyber-

attacks from quantum computers. 

The U.S. National Institute of Standards and Technology (NIST) selected the first group of quantum-

ready cryptographic standards known as post-quantum cryptography. These cryptography schemes are 

purpose built to withstand attacks from a quantum computer, which will eventually have the power to 

break the current security encryption used to protect virtually all of the world’s sensitive information. 

The announcement, which was the culmination of the first stage of a six-year effort managed by NIST, 

showcased the fruits of global cooperation from the cryptographic community. For the second stage 

additional algorithms are under consideration for inclusion in the standard, with this multi-stage process 

allowing for the robust and thorough testing of all algorithms. This process has already allowed the 

cryptographic community to scrutinise and rule out weak candidates. 

 

Why the quantum threat isn’t overhyped  

For many, the prospect of a quantum computer at a scale needed to threaten our encryption is in the 

long and distant future. However, with  $3.2 billion investment in 2021 for quantum technologies and 

https://protect-us.mimecast.com/s/I6_OCYElWOsK3Avs9V2eJ?domain=pqshield.com
https://thequantuminsider.com/2022/01/06/tqi-annual-report-looks-back-on-3-2-billion-in-investments-steady-stream-of-scientific-advances-of-2021/
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China already committing $10 billion investment towards its development, the threat they pose to 

encryption is no longer a question of if, but when. 

Quantum computers are a rapidly emerging technology that harnesses the laws of quantum mechanics 

to solve problems too complex for classical computers. Through this new computational model, quantum 

computers will be able to break all current public key encryption used ubiquitously today. 

The risk is rapidly becoming a major concern for policy makers: the G7, led by the White House, recently 

included the quantum threat in their key 21st Century challenges. 

From a risk perspective however, independent of how quickly this emerging technology is developing, 

what makes the threat even more dangerous is that quantum attacks, namely the “Harvest Now. Decrypt 

Later (HNDL), can be carried out retrospectively. This means that an institution can be targeted today 

with a ‘harvest now and decrypt later’ attack. Threat actors have the capability of harvesting encrypted 

sensitive data from across sectors and levels including financial information, national security intelligence 

and business and consumer data and then storing this data for decryption at a later date.  

It is this fact that demands an urgent response from the cybersecurity community. Security is about 

identifying and mitigating risk: the longer businesses delay replacing exposed encryption with post-

quantum cryptography, the greater the quantity of data will be exposed.  

 

What do the NIST standards mean for businesses? 

There is growing recognition of the need for businesses to prepare for this new and sophisticated threat, 

especially to the cyber systems that our critical infrastructure and democratic institutions rely on. The 

primary purpose of the NIST process was to identify a robust suite of encryption that businesses could 

trust and utilise in defending themselves against this threat.  

Under the guidelines and protection of these new standards, businesses can chart a path to long term 

cybersecurity with the certainty that the encryption they are using is quantum secure.  

The process to achieve quantum security is simple in concept but the challenge will be in the execution. 

Businesses first need to identify their exposure through a comprehensive audit of the encryption they use 

and its locations. With this clear picture and armed with these new standards we can chart a roadmap 

and timeline to move forward in replacing the vulnerable encryption and adopt PQC.  

 

What’s next for post quantum cryptography 

Now is not the time for complacency. The global post quantum cryptography community has worked 

tirelessly to establish these new schemes and standards, but the focus now must turn on adopting them 

within its cybersecurity infrastructure imminently.  

These new standards also represent the beginning of the journey towards actualising a quantum secure 

future. Just as businesses and governments need to stay alert to adapt to the growing and changing 

https://fortune.com/2020/12/03/china-quantum-computing-breakthrough/
https://www.whitehouse.gov/briefing-room/statements-releases/2022/06/28/fact-sheet-the-united-states-continues-to-strengthen-cooperation-with-g7-on-21st-century-challenges-including-those-posed-by-the-peoples-republic-of-china-prc/
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threats, so does the cryptography industry which needs to continuously innovate to stay ahead of looming 

risks. 

NIST is already leveraging the momentum gathered with the announcement of the new standards with 

additional algorithms under consideration for inclusion in a fourth round. Since the beginning of NIST’s 

effort there has been a recognition that various systems and processes use different approaches to 

encryption. In order to develop and cater for all the variations, further security scrutiny by cryptographers 

and mathematicians is crucial to protect us. Cryptography is a never-ending field and requires constant 

innovation to keep ahead of current and future threats. 

Still, as the process to find more tools goes on, CISOs and cybersecurity leaders need to be adding the 

adoption of these standards to their objectives for the coming years. We must include quantum security 

in new products being developed, PQC guarantees in vendor contracts and upgrades to legacy 

infrastructure must include installing PQC components. Current encryption has permeated every aspect 

of business and life making the adoption of post-quantum cryptography the biggest cybersecurity 

challenge in decades.  
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Why Tackling Financial Crime Calls for A Privacy-First 

Approach 
By Dr. Alon Kaufman, CEO and Co-Founder of Duality Technologies 

 

To gain the upper hand in the fight against financial crime, banks and other financial institutions need to 

share data, but concerns around privacy, confidentiality and regulatory compliance often prevent them 

from doing so. Alon Kaufman, chief executive officer and co-founder at Duality Technologies, looks at 

how firms are adopting a privacy-first approach to overcome these barriers and enable greater 

collaboration.   

Cybercrime, fraud and money laundering continue to pose major threats to financial institutions and their 

customers. As attacks become more sophisticated, detecting, investigating and preventing risks grows 

more challenging and firms often find that existing approaches have notable limitations.   

Success hinges on having access to the right data, but the problem is that data is dispersed across 

multiple lines of business within an institution, geographic locations and third-party institutions. This 

fragmentation can make it near impossible to access and analyze all the relevant data quickly in order to 

gain insights.  

A typical customer will have multiple accounts with different providers as well as relationships with 

separate divisions within the same provider. As a result, the customer's financial life is broken up to the 

point that no single institution has a complete view of the customer. In fact, a typical financial institution 

only sees 15%-25% of its own customers’ activity, which means it cannot effectively protect itself nor its 

customers from financial crime.  

 



 

Cyber Defense eMagazine – January 2023 Edition                                                                                                                                                                                                       160 

Copyright © 2023, Cyber Defense Magazine. All rights reserved worldwide.                   

 

An evolving data collaboration regulatory framework 

Collaboration between firms is crucial and regulation has gone some way to encouraging this. The USA 

Patriot Act, specifically Section 314(b), allows financial institutions to share information with one another 

so they can identify and report to the federal government activities that may involve money laundering or 

terrorist financing activity, including predicate offenses. 

Other governments and regulators around the world have joined the cause. The Financial Action Task 

Force (FATF), Financial Transactions and Reports Analysis Centre of Canada (FINTRAC), Financial 

Conduct Authority (FCA), Monetary Authority of Singapore (MAS), and of course Financial Crimes 

Enforcement Network (FinCEN), have continued calling for more information sharing and collaboration 

among regulated entities to better fight financial crimes and terrorism. However, while Section 314(b) has 

been well-received, it remains underutilized and, therefore, still far from reaching its full potential. 

 

Existing approaches 

The problem is that firms can only share appropriate data if they can preserve privacy, confidentiality, 

and regulatory compliance. Too much transparency would fuel competitive concerns, as revealing details 

of a key account, for example, could expose valuable information to the market. Firms must also respect 

their country’s privacy laws, which in some cases outside the US prohibits them from declaring they have 

a business relationship with a specific party.  

Many existing approaches cannot offer privacy guarantees. In financial crime, previous efforts have 

included the creation of utilities and consortia but, typically, these have leant on manual approaches and 

the sharing of strategies rather than actual data, which only goes so far.  

Other efforts have lacked automation and proven to be inefficient. Often, participants don’t share all the 

available data due to privacy issues and protections around that information, and the manual nature of 

these efforts are difficult to scale. The processes required to share data on a one-to-one basis don’t work 

when it comes to sharing data with an entire network. 

A third approach, which is used across the industry, is implementing transaction monitoring systems. 

These go a long way to helping understand risk and suspicion, but the challenge with these systems is 

that they rely on data that the firm or jurisdiction already has, so they don’t actually address the data 

sharing and collaboration problem.  

More recent approaches to tackle financial crime are based on blockchain or hashing. With blockchain, 

however, the problem is that its key benefit is also its downfall – transparency. Even in a closed network, 

any participant can see the data being shared, which compromises privacy and security, and reveals 

information about competitors’ customers and transactions.  

As a result, firms are often reluctant to join blockchain initiatives or avoid contributing their most valuable 

data, making the solution incomplete and ineffective. Essentially, blockchain does not adequately 

address these regulatory and competitive concerns, which hampers how effective these solutions can 

be.  
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Alternatively, hashing has enabled simple comparisons, but the problem is it is easy for criminals to 

circumnavigate these checks. In trade finance fraud, for example, a fraudster trying to hide duplicate 

financing can easily use different purchase order numbers or change data across documents to make 

them seem different and evade searches for matches or similarities. Firms need technology that is fit for 

purpose and able to detect the more complex tactics that criminals deploy.  

Customer financial data is highly sensitive and must be kept private and secure. Unfortunately, locking 

data away in silos creates blind spots for malicious actors to evade detection by freely maneuvering 

between institutions and across borders. Banks and financial institutions use Duality to shine a bright 

light on the dark shadows of data silos by allowing them to collaborate on customer data while preserving 

privacy. 

 

A privacy-first approach 

If financial institutions could have the privacy and security guarantees that ensure the protection of their 

data and customers, as well as regulatory compliance, they would be more open to sharing information. 

A new approach has emerged – leveraging privacy enhancing technologies (PETs). The term covers an 

array of technologies, including homomorphic encryption, which allows financial institutions to perform 

computations on encrypted data without ever decrypting. This means they can share and analyze 

sensitive data without revealing the underlying information.   

The data itself remains decentralized so it does not move across parties. Homomorphic encryption also 

means the firm’s customer relationship is never revealed and any answers cannot be attributed back to 

a specific financial institution, thereby preserving competition.  

Mitigating risk will remain a top priority for financial institutions and PETs have emerged as valuable tools 

in organizations'’ armories. Ultimately, these technologies are paving the way for firms to collaborate in 

new ways and finally unlock the value in their data – and this could prove to be a major game-changer in 

the fight against financial crime.  
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Why You Can't Have True Zero Trust Without API 

Security  
By Richard Bird, Chief Security Officer, Traceable  

 

 

Global adoption of Zero Trust security models is soaring and with good reason. Due to organizations’ 

embrace of digital business models and enablement of hybrid workforces, more users and devices are 

accessing organizations’ networks than ever before. A Cloud Security Alliance survey finds that 94 

percent of organizations are implementing Zero Trust strategies, and 77 percent will increase their 

spending on Zero Trust over the next 12 months. President Biden’s Executive Order on Cyber Security, 

issued in May 2021, has also given this security model a public boost. The order requires federal agencies 

to develop and implement Zero Trust architectures at pace.  

The concept of Zero Trust was popularized by Forrester analyst John Kindervag in 2010. Organizations 

that embrace Zero Trust “never trust, always verify.” That means continuously validating every user and 

device accept attempt and enforcing the principle of least privilege granted to right-size user privileges to 

the job at hand. As a result, Zero Trust has historically been focused on improving network access and 

identity access management security.  

So far, so good. Yet, the reality is that distributed networks are growing exponentially. In addition, 

organizations are tilting from running monolithic business applications to using myriad microservices to 

create and deploy new applications. Organizations then use application programming interfaces (APIs) 

to connect clients to servers; send and receive sensitive data; and execute increasingly complex 

interdependent business processes.  

https://cloudsecurityalliance.org/press-releases/2022/06/06/eighty-percent-of-it-and-security-professionals-list-zero-trust-as-a-priority-according-to-new-cloud-security-alliance-survey/
https://cloudsecurityalliance.org/press-releases/2022/06/06/eighty-percent-of-it-and-security-professionals-list-zero-trust-as-a-priority-according-to-new-cloud-security-alliance-survey/
https://www.whitehouse.gov/briefing-room/presidential-actions/2021/05/12/executive-order-on-improving-the-nations-cybersecurity/
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While APIs are the foundation of modern business, they also are creating new risks. The fast rate of API 

adoption is outpacing organizations’ ability to create strong governance and security tools around this 

layer. In addition, organizations are using APIs to connect to legacy applications that perform as expected 

but lack the security of cloud-native services and architectures.  

Recognizing these trends, OWASP has published a top-10 API security risk list, that includes issues such 

as broken object-level authorization, broken user authorization, excessive data exposure, and more.  

Gartner predicted that APIs will be the number-one attack vector in 2022. Breaches due to API security 

risks have already snared Coinbase, Optus, Uber, and others.  

 

Zero Trust Must Secure the API Layer  

So, it’s clear that Zero Trust security models need to extend beyond the user and the device layer to 

include the application, data, and integration layers. Organizations can do so by tackling the problem of 

API security, and considering partners, vendors, customers, and other third parties in their Zero Trust 

frameworks.  

To manage, control, and secure APIs, IT and security teams need to be able to: 

1. Discover and test APIs: Teams want to automatically discover APIs and sensitive data flows. 
API security platforms that enable continuous discovery empower teams to track APIs as their 
environments change and create an always-up-to-date inventory of all of their APIs. As a result, 
it’s easy for teams to identify shadow and orphaned APIs, as well as any changes.  
 
 

2. Evaluate API risk posture: Risk scoring has transformed security and also applies to APIs. API 
security platforms provide a security risk score for every APIs. These risk scores consider runtime 
details, such as sensitive data flows, API call maps, usage behavior, threat details and activity 
levels, and other factors, to help teams focus on the areas of greatest risk. Teams are then able 
to identify which APIs are most vulnerable to abuse, so that they can prioritize remediation and 
take fast action to reduce threats. 

 
 
3. Stop API attacks: API security platforms equip teams to detect and stop known and unknown 

API, business logic abuse, and zero-day attacks, as well as API abuse, fraud, and sensitive data 
exfiltration. Being able to identify where hackers have gained access to sensitive data enables IT 
and security teams to rapidly shut down these attempts, limiting their harm.  
 

4. Analyze APIs for threat hunting and research: Organizations can improve threat hunting by 
using API security platforms to create an end-to-end path trace of all of their API calls and service 
behavior. This information can be aggregated in an API data lake that security operations teams, 
threat hunters, and forensic researchers can use to identify root causes, speed incident detection 
and resolution, and improve processes. With these insights, organizations can reduce their API 
attack surface over time.  

There are myriad API security vendors that purport to offer these four capabilities, yet many struggle to 

deliver across one or more of these areas. These platforms may be unable to prevent bot or DDoS 

attacks, fail to detect changes in API behavior, lack the ability to analyze sensitive data flows, or have 

https://owasp.org/www-project-api-security/
https://www.gartner.com/en/webinars/4002323/api-security-protect-your-apis-from-attacks-and-data-breaches
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other limitations. As a result, IT and security teams seeking an API security partner should ask companies 

to benchmark their capabilities against others in the space.  

It’s Time to Strengthen API Security  

Zero Trust models have done much to shore up organizational security. But the time has come to extend 

Zero Trust to the API layer. APIs represent a significant – and growing vulnerability – for organizations 

that need to be immediately triaged.  

Security platforms that provide API discovery and risk mitigation, attack blocking, and threat analytics 

enable organizations to monitor, track, and remediate APIs. While APIs create open endpoints, there’s 

no reason bad actors should be able to walk in through this front door.  
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